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This presentation is similar to any other legal education materials designed to 

provide general information on pertinent legal topics. The statements made as 

part of the presentation are provided for educational purposes only. They do not 

constitute legal advice nor do they necessarily reflect the views of Holland & Hart 

LLP or any of its attorneys other than the speaker. This presentation is not 

intended to create an attorney-client relationship between you and Holland & Hart 

LLP. If you have specific questions as to the application of law to your activities, 

you should seek the advice of your legal counsel.



Overview

• New HIPAA Rules and Guidance

− Data Tracking Technologies

− Reproductive Rights

− Additional Tweaks

− Proposed Rules

• Substance Use Disorder Rules

• Notice of Privacy Practices Changes

• FTC, SEC and State Data Privacy Laws and Actions

• Cybersecurity Resources

• Information Blocking Rule Penalties

• Data Privacy Concerns in AI



Resources

• .ppt slides
• Stanger, Avoiding HIPAA Penalties: A Checklist for Covered Entities, 

https://www.hollandhart.com/hipaa-checklist-covered-entities 
• OCR, Use of Online Tracking Technologies by HIPAA Covered Entities and Business 

Associates, https://www.hhs.gov/hipaa/for-
professionals/privacy/guidance/hipaa-online-tracking/index.html 

• OCR, HIPAA Privacy Rule Final Rule to Support Reproductive Health Care Privacy: 
Fact Sheet, https://www.hhs.gov/hipaa/for-professionals/special-
topics/reproductive-health/final-rule-fact-sheet/index.html 

• Cybersecurity resources identified in slides.

https://www.hollandhart.com/hipaa-checklist-covered-entities
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html
https://www.hhs.gov/hipaa/for-professionals/special-topics/reproductive-health/final-rule-fact-sheet/index.html
https://www.hhs.gov/hipaa/for-professionals/special-topics/reproductive-health/final-rule-fact-sheet/index.html


Preliminaries

• Presentation will be recorded and available on our website, 

https://www.hhhealthlawblog.com/webinar-recordings-and-

presentations/ 

• If you have questions, 

− Submit with chat feature, or

− E-mail me at kcstanger@hollandhart.com 

https://www.hhhealthlawblog.com/webinar-recordings-and-presentations/
https://www.hhhealthlawblog.com/webinar-recordings-and-presentations/
mailto:kcstanger@hollandhart.com


HIPAA



HIPAA Criminal Penalties

Conduct Penalty
Knowingly obtain info in violation of the law $50,000 fine

 1 year in prison

Committed under false pretenses 100,000 fine
 5 years in prison

Intent to sell, transfer, or use for commercial gain, personal gain, 
or malicious harm

$250,000 fine
 10 years in prison

7

Applies if individuals obtain or disclose PHI from covered entity without 
authorization.

(42 USC 1320d-6(a))



HIPAA Civil Penalties

Conduct Penalty
Did not know and should not have 
known of violation

• $127* to $63,973* per violation
• Up to $1,919,173* per type per year
• No penalty if correct w/in 30 days 
• OCR may waive or reduce penalty

Violation due to reasonable cause • $1,280* to $63,973* per violation
• Up to $1,919,173* per type per year
• No penalty if correct w/in 30 days
• OCR may waive or reduce penalty

Willful neglect,  
but correct w/in 30 days

• $12,794* to $63,973* per violation
• Up to $1,919,173* per type per year
• Penalty is mandatory

Willful neglect,
but do not correct w/in 30 days

•  $63,973 to $1,919,173* per violation
•  Up to $1,919,173* per type per year
•  Penalty is mandatory

(45 CFR 102.3, 160.404; 85 FR 2879)

Watch for new rule that will give 
individuals a portion of settlements or 
penalties.  (87 FR 19833 (4/6/22))



Recent HIPAA Resolutions
https://www.hhs.gov/hipaa/newsroom/index.html 

Date Conduct Resolution
4/1/24 Essex Residential Care failed to give personal representative timely access to records. $100,000
3/29/24 Phoenix Healthcare failed to provide personal representatives timely access to records. $35,000
2/6/24 Montefiore Medical Center failed to protect against malicious insider selling info. $4,750,000
11/20/23 St. Joseph’s Medical Center disclosed PHI to news reporter. $80,000
10/31/23 Doctor’s Management Services hit by ransomware affecting 206,695 persons. $100,000
9/11/23 L.A. Care Plan failed to secure patient portal, perform risk analysis, and mailed ID cards 

to wrong patients.  Affected 2500+ persons.
$1,300,000

8/24/23 UnitedHealthcare failed to timely provide copy of records. $80,000
6/28/23 iHealth Solutions’ PHI of 267 persons was exfiltrated by unauthorized persons. $75,000
6/15/23 Yakima Valley Hospital security guards snooping through records of 419 persons. $240,000
6/4/23 Manesa Health Center disclosed PHI in response to negative online reviews. $30,000
5/16/23 MedEvolve (business associate) left server unsecured exposing PHI of 230,572 persons. $350,000
5/8/23 David Mente, LPC, failed to provide father with records of three minor children. $15,000
2/2/23 Banner Health hacked, exposing PHI of 2,810,000 persons; failure to implement 

security rule.
$1,250,000

1/23/23 Life Hope Labs failed to provide personal rep with records of deceased patient $16 500

https://www.hhs.gov/hipaa/newsroom/index.html


Recent HIPAA Resolutions
https://www.hhs.gov/hipaa/newsroom/index.html 

Date Conduct Resolution
4/1/24 Essex Residential Care failed to provide personal representative timely access to 

records.
$100,000

3/29/24 Phoenix Healthcare failed to provide personal representatives timely access to records. $35,000
2/6/24 Montefiore Medical Center failed to protect against malicious insider selling info. $4,750,000
11/20/23 St. Joseph’s Medical Center disclosed PHI to news reporter. $80,000
10/31/23 Doctor’s Management Services hit by ransomware affecting 206,695 persons. $100,000
9/11/23 L.A. Care Plan failed to secure patient portal, perform risk analysis, and mailed ID cards 

to wrong patients.  Affected 2500+ persons.
$1,300,000

8/24/23 UnitedHealthcare failed to timely provide copy of records. $80,000
6/28/23 iHealth Solutions’ PHI of 267 persons was exfiltrated by unauthorized persons. $75,000
6/15/23 Yakima Valley Hospital security guards snooping through records of 419 persons. $240,000
6/4/23 Manesa Health Center disclosed PHI in response to negative online reviews. $30,000
5/16/23 MedEvolve (business associate) left server unsecured exposing PHI of 230,572 persons. $350,000
5/8/23 David Mente, LPC, failed to provide father with records of three minor children. $15,000
2/2/23 Banner Health hacked, exposing PHI of 2,810,000 persons; failure to implement 

security rule.
$1,250,000

Top HIPAA Risks

1. Cyberattacks
2. Security rule violations
3. Right of access 

violations

https://www.hhs.gov/hipaa/newsroom/index.html


HIPAA  
Avoiding Civil Penalties

 Appoint qualified privacy/security officers
 Have required policies and safeguards in place.

• Privacy Rule
 Use and disclosure rules
 Individual rights

• Security Rule
• Breach Notification Rule

 Have compliant forms (e.g., authorization, Notice of Privacy Practices, 
etc.)

 Perform and document periodic security risk assessment.
 Execute business associate agreements.
 Train members of your workforce and document training.
 Respond immediately to mitigate and correct any violation.
 Timely report breaches if required.
(45 CFR part 164; https://www.hollandhart.com/hipaa-checklist-covered-entities) 

No “willful neglect” = No 
penalties if correct violation 
within 30 days.

https://www.hollandhart.com/hipaa-checklist-covered-entities


HIPAA Enforcement

 Must self-report breaches of unsecured protected health info
− To affected individuals.
− To HHS.
− To media if breach involves > 500 persons.

 In future, individuals may recover portion of penalties or settlement.
o On 4/6/22, HHS issued notice soliciting input.  (87 FR 19833)

 State attorney general can bring lawsuit.
o $25,000 fine per violation + fees and costs

 Must sanction employees who violate HIPAA.
o In 10/23, HHS issued bulletin re sanctioning workforce members.

 Possible lawsuits by affected individuals or others.
o See, e.g., recent class action lawsuits over privacy violations.

Now applies to violations of SUD info 



HIPAA Privacy Rule
Right of Access

• Ensure you timely respond to patient’s or 
personal rep’s request to access records.
− Applies to designated record set.

• Limited exceptions.
• Includes records from other providers.

− 30-day / 60-day time limit.*
• Proposed Rule would shorten.
• Beware Info Blocking Rule 

• Must send e-PHI to third party identified by 
patient.

• May charge reasonable cost-based fee.
(45 CFR 164.524)

48th case 
under OCR’s 

Right of 
Access 

Initiative

$100,000 Civil Monetary Penalty



HIPAA Privacy Rule
Right of Access

• Review OCR Guidance at 
https://www.hhs.gov/hipaa/for-
professionals/privacy/guidance/
access/
index.html.  
− General right of access
− “Designated record set”
− Exceptions
− Form and format for access
− Timelines
− Fees
− Denial of access
− Patient’s right to direct ePHI 

to another person
− FAQs

https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/access/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/access/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/access/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/access/index.html


HIPAA and
Online Tracking Technologies



Online Tracking Concerns
The Markup 

(6/16/22)



HIPAA and Online Tracking

• 12/1/22:  OCR bulletin on Requirements under HIPAA for Online Tracking Technologies to 
Protect the Privacy and Security of Health Information

• 7/20/23:  FTC and OCR letter to 130 hospitals warn hospitals and telehealth providers 
that use of online tracking technologies integrated in websites and mobile apps may 
violate HIPAA privacy and security rules.

• 11/2/23:  AHA, Texas Hosp. Ass’n, and others sued OCR/HHS to bar enforcement of 
12/22 guidance.

• 3/18/24:  OCR updated guidance re Use of Online Tracking Technologies by HIPAA 
Covered Entities and Business Associates



https://www.hhs.gov/hipaa/for-
professionals/privacy/guidance/hipaa-online-
tracking/index.html 

Applies to all:
• Covered entities with 

website utilizing 
tracking technologies

• Business associates of 
such covered entities, 
including vendors who 
assist with websites 
and tracking 
technologies

https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html


Online Tracking Technologies

WEBSITES

• Cookies
• Web beacons
• Tracking pixels
• Session replay scripts
• Fingerprinting scripts
• Others?

MOBILE APPS

PHI in app may include:
• Info uploaded to app
• IP address
• Device ID
• Fingerprints
• Network location
• Geolocation
• Advertising ID

For what 
purpose is 

the data used 
or disclosed?



HIPAA and Online Tracking

• “The HIPAA Rules apply when the information that regulated entities collect 

through tracking technologies or disclose to tracking technology vendors 

includes protected health information (PHI)…. Regulated entities are not 

permitted to use tracking technologies in a manner that would result in 

impermissible disclosures of PHI to tracking technology vendors or any other 

violations of the HIPAA Rules. For example, disclosures of PHI to tracking 

technology vendors for marketing purposes, without individuals’ HIPAA-

compliant authorizations, would constitute impermissible disclosures.”
(OCR Online Tracking Guidance at https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-

tracking/index.html).  

https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html


Analysis:  HIPAA and Use of Data

• Is it from a covered entity or business associate?

• Is it protected health info (PHI)?

• Is it individually identifiable?

• Does it relate to health, healthcare or payment?

• Is the use or disclosure permitted without authorization?

• By covered entity?

• e.g., healthcare operations, research, etc.?

• By business associate or subcontractor?

• For covered entity for permissible purpose, e.g., healthcare operations, research, etc.?

• For business associate’s own “management and administration” purposes?

• Permitted by the business associate agreement?

• Is use consistent with, e.g., Notice of Privacy Practices or agreements with the patient?

• Has appropriate authorization been obtained?

Includes, e.g.:
• Names, addresses, phone 

numbers
• E-mail and IP addresses
• URLs
• Device identifiers
• Any other unique identifying  

number, characteristic or code
(45 CFR 164.514(b)(2))



Covered Entity:
Health Care Operations

“[A]ny of the following activities of the covered entity to the extent that the activities are 
related to covered functions:

• “Conducting quality assessment and improvement activities…; patient safety activities …; 
population-based activities …; case management and care coordination, … and related 
functions that do not include treatment;

• “Reviewing the competence or qualifications of health care professionals [and] conducting 
training programs …;

• “Conducting or arranging for medical review, legal services, and auditing…;
• “Business planning and development…, 
• “Business management and general administrative activities…; [and]
• “Creating de-identified health info or a limited data set…;”
(45 CFR 164.501)

 There are limits to “health care operations.”



Covered Entity:
Health Care Operations

• “The preamble [to the HIPAA final rule] listed certain activities that would not be 

considered health care operations because they were sufficiently unrelated to 

treatment and payment to warrant requiring an individual to authorize such use or 

disclosure. Those activities included:  

• “marketing of health and non-health items and services; 

• “disclosure of PHI for sale, rent or barter; 

• “use of PHI by a non-health related division of an entity; and 

• “fundraising.” 
 (65 FR 82490)

• others?



Business Associate:
Use of PHI

Business associate may use PHI:
• Only as permitted by the BAA, not for other purposes.
• Only to the extent the covered entity could use or disclose the PHI (e.g., for the covered 

entity’s treatment, payment, or healthcare operations), except business associate may 
use the PHI for following purposes if permitted by BAA:
− For data aggregation services relating to the healthcare operations of the covered 

entity; and/or
− For the proper management and administration of the business associate.

• To deidentify the PHI if permitted by the covered entity.
(45 CFR 164.502(e) and .504(e))

• “[B]usiness associates, with limited exceptions, cannot use PHI for their own 
purposes…” (https://www.hhs.gov/hipaa/for-professionals/faq/276/can-business-associates-use-protected-

health-information-for-marketing/index.html) 

https://www.hhs.gov/hipaa/for-professionals/faq/276/can-business-associates-use-protected-health-information-for-marketing/index.html
https://www.hhs.gov/hipaa/for-professionals/faq/276/can-business-associates-use-protected-health-information-for-marketing/index.html


Business Associate:
Use of PHI

“We agree that PHI should only be used by business associates for the purposes 

identified in the business associate contract. We address the issue of data mining by 

requiring that the business associate contract explicitly identify the uses or disclosures 

that the business associate is permitted to make with the PHI. Aside from disclosures 

for data aggregation and business associate management, the business associate 

contract cannot authorize any uses or disclosures that the covered entity itself cannot 

make. Therefore, data mining by the business associate for any purpose not specified 

in the contract is a violation of the contract and grounds for termination of the 

contract by the covered entity.”
(65 FR 82644)



HIPAA and Online Tracking

Tracking on user-authenticated webpages.

• Webpages that require users to log in before they are able to access webpage.

− Likely involves PHI, e.g., 

• Individually identifiable info.

− E.g., name, phone, email address, IP address, MRIN, etc.

and

• Relates to past, present or future health, healthcare or payment for healthcare.

− E.g., appointments, sensitive medical info, prescriptions, billing, telehealth 

platform, patient portal, etc.
(OCR Guidance re Online Tracking)



HIPAA and Online Tracking

Tracking on unauthenticated webpages.
• Webpages that do not require users to log in before they are able to 

access webpage (e.g., main webpages re covered entity, addresses,  
visiting hours, etc.).
− Likely do not implicate PHI because not sufficiently related to 

person’s healthcare.
• E.g., person visits provider’s webpage to determine visiting 

hours, employment opportunities, student writing term paper.
− But may implicate HIPAA if relates to the person’s healthcare.

• E.g., oncology patient looking for list of cardiology providers to 
obtain second opinion to treat brain tumor, etc.

(OCR Guidance re Online Tracking)

But this is really 
untenable 

because it would 
require provider 

to know the 
person’s intent in 

visiting the 
webpage!



HIPAA and Online Tracking

Tracking on mobile apps.
• If app is provided by or on behalf of a covered entity, likely involves PHI, i.e., 

− Individually identifiable info
• E.g., user name, mobile number, IP address, device ID, etc. 

and
− Relates to past, present or future health, healthcare or payment for care.

• E.g., tracks health condition, tracks treatment, pay bills, etc. 
• If not developed or provided on behalf of a covered entity, then likely does not trigger 

HIPAA.
• E.g., Apple Watch, smartphone apps, etc.

− But FTC Act and FTC Health Breach Notification Rule (HBNR) may apply.
(OCR Guidance re Online Tracking)



HIPAA and Online Tracking

• Beware private 

enforcement…



Possible Theories
• Negligence per se 

based on violation 
of statute

• Unfair or deceptive 
trade practices acts

• Federal and state 
wire-tapping laws

• Negligent 
misrepresentation

• Invasion of privacy
• Breach of contract
• Others?

Beware Private Lawsuits



HIPAA and Online Tracking

Ensure uses of PHI collected from tracking technologies are for permissible purpose.

Ensure disclosures to vendors are permitted by patient agreements and BAA.

Comply with minimum necessary rule.

Obtain patient’s HIPAA-compliant authorization if necessary.

• General notice privacy policy or website terms and conditions is not sufficient!

Obtain BAA with vendors who may collect or receive PHI.

• Specify permissible uses consistent with HIPAA rules.

• May need to change vendors if they will not execute BAA.

• BAA may allow vendor to de-identify PHI on behalf of covered entity but must be 

authorized in BAA.
(https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html) 

https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html


HIPAA and Online Tracking

Comply with security rule when using or preventing tracking technologies.

• “OCR is prioritizing compliance with the HIPAA Security Rule in 

investigations into the use of online tracking technologies.”

• Include tracking technology in risk assessment.

• Include required administrative, technical and physical safeguards (e.g., 

encrypting ePHI; enable appropriate authentication; access controls; 

audits; etc.).  

Notify patients and OCR of breaches per breach reporting rule.
(https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html) 

https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html


HIPAA and ePHI Transmissions

• 2/8/24:  CMS revised memo allowing texting of patient orders for hospitals and CAHs.  
(QSO-24-05-Hospital/CAH)

But still subject to HIPAA:

• General rule:  encryption is an addressable standard under the HIPAA rule.  (45 CFR 

164.312(e))

Secure personal devices such as smartphones.

Use secure (encrypted) platform to transmit e-PHI, including e-mail and text.

• Exception:  patient has right to request communication by alternative means, including 

unsecure means. (45 CFR 164.522(b)).

Notify patient that communication may not be secure and obtain patient’s consent 

to send by unsecure means.  (https://www.hhs.gov/hipaa/for-professionals/faq/570/does-hipaa-

permit-health-care-providers-to-use-email-to-discuss-health-issues-with-patients/index.html) 

https://www.hhs.gov/hipaa/for-professionals/faq/570/does-hipaa-permit-health-care-providers-to-use-email-to-discuss-health-issues-with-patients/index.html
https://www.hhs.gov/hipaa/for-professionals/faq/570/does-hipaa-permit-health-care-providers-to-use-email-to-discuss-health-issues-with-patients/index.html


HIPAA
Reproductive Rights Rule



HIPAA 
Reproductive Rights Rule

• Published 4/26/24

− Goal:  prevents state officials/regulators from getting info about patients 

to prosecute those who may cross the state line to obtain reproductive 

healthcare in another state where it is legal.

Prohibition only applies if reproductive healthcare is legal, not illegal.

• Effective Date:  6/25/24.

• Compliance Date:

− Reproductive healthcare info provisions:  by 12/23/24.

− Notice of Privacy Practices:  by 2/16/26.
(89 FR 2024)



HIPAA 
Reproductive Rights Rule

• Applies to PHI re “reproductive health care”, i.e., 
“healthcare that that affects the heath of an individual in 
all matters relating to the reproductive system and to its 
functions and processes.”

(45 CFR 160.103)

• If reproductive healthcare is legal, covered entities may 
not disclose reproductive healthcare PHI for purposes of 
criminal, civil or administrative liability or investigation.  

(45 CFR 502(a)(5))

• Must obtain attestation from persons seeking 
reproductive healthcare PHI.

(45 CFR 509)

Very 
limited 
scope



Reproductive Rights Rule:
Protection of Reproduction Care PHI

• Covered entity and business associate may not use or disclose PHI to:

− Conduct a criminal, civil or administrative investigation into any person 

for the mere act of seeking, obtaining, providing or facilitating 

reproductive healthcare;

− Impose criminal, civil or administrative liability on any person for the 

mere act of seeking, obtaining, providing or facilitating reproductive 

healthcare; or

− Identify any person for foregoing purposes.
(45 CFR 164.502(a)(5)(iii))

• But…



Reproductive Rights Rule:
Protection of Reproduction Care PHI

Prohibition on use or disclosure of reproductive care PHI only applies if:
• Activity is in connection with a person seeking, obtaining, providing or facilitating reproductive 

healthcare (i.e., “expressing interest in, using, performing, furnishing, paying for, disseminating 
info about, arranging, insuring, administering, authorizing, providing coverage for or otherwise 
taking action to engage in reproductive health care.”), and

• Covered entity or business associate determines one of following exist:
− The reproductive care is lawful under the state law and circumstances; or
− The reproductive care is protected, required or authorized by federal law.
 Care provided by another is presumed lawful unless the covered entity or business associate:

• Has actual knowledge that the care was not lawful; or
• Factual info provided by person requesting use or disclosure of reproductive PHI 

demonstrates a substantial factual basis that the care was not lawful.
(45 CFR 164.502(a)(5))

 Rule does not protect illegal activity.



Reproductive Rights Rule:
Personal Representatives

• “Personal representative” may generally access patient’s PHI.
(45 CFR 164.504(g)(1))

• Notwithstanding any state law to the contrary, a covered entity may elect not to treat 
person as the personal representative if both the following apply:
− Covered entity has reasonable belief that:

• Patient has been or may be subjected to domestic violence, abuse or neglect by 
such person, or

• Treating person as the personal rep could endanger the individual; and
− Covered entity decides that it is not in the best interest of the patient to treat the 

person as the patient’s personal representative.
• Not a “reasonable belief” if the basis for belief is that the person is seeking reproductive 

care for the patient at the patient’s request.
(45 CFR 164.504(g)(5))



Reproductive Rights Rule:
Required Attestation

• Covered entity or 
business associate may 
not use or disclose 
reproductive care PHI for 
these purposes without 
first obtaining a required 
attestation from the 
person seeking the PHI.

(45 CFR 164.509)

• Uses or disclosures for health oversight activities.  
(164.512(d))

− e.g., govt agencies, licensing, audits, etc.

• Disclosures for judicial and administrative 
proceedings.  (164.512(e))

− e.g., court orders, subpoenas, warrants, etc.

• Disclosures for law enforcement purposes.  
(164.512(f))

− e.g., warrant, police request to locate victim or 
suspect, report crime on premises, report victim of 
crime, etc.

• Disclosures to coroners and medical examiners. 
(164.512(g)(1))



Reproductive Rights Rule:
Required Attestation

Valid attestation =
• Description of info requested, including name of patient whose info was sought or 

description of class of such persons.
• Name or description of class of persons requested to make the disclosure.
• Statement that the use or disclosure is not for purpose prohibited by the rule, i.e., criminal, 

civil or administrative liability.
• Statement that person may be criminally liable under 42 USC 1320d-6 for improperly 

obtaining or disclosing info in violation of HIPAA.
• Signature of person requesting disclosure.
• Does not contain additional elements.
• Generally, cannot be combined with other documents.
(45 CFR 164.509(b)-(c)).

OCR intends to publish a model attestation form.



Reproductive Rights Rule
Webinar

• 6/20/24:  HHS, OCR & 

ONC Joint Briefing on 

Reproductive Health 

Care Privacy. 

• https://capconcorp.zoo

m.us/webinar/register/

WN_QI76yKQnT4Gki15

Kf5p0og.  

https://capconcorp.zoom.us/webinar/register/WN_QI76yKQnT4Gki15Kf5p0og
https://capconcorp.zoom.us/webinar/register/WN_QI76yKQnT4Gki15Kf5p0og
https://capconcorp.zoom.us/webinar/register/WN_QI76yKQnT4Gki15Kf5p0og
https://capconcorp.zoom.us/webinar/register/WN_QI76yKQnT4Gki15Kf5p0og


HIPAA
Disclosures per Administrative Requests

• HIPAA allows disclosures for certain law enforcement requests, including but not limited to:
“(C) An administrative request for which response is required by law, including an 
administrative subpoena or summons, a civil or an authorized investigative demand, or 
similar process authorized under law, provided that:
 “(1) The information sought is relevant and material to a legitimate law enforcement 
inquiry;
 “(2) The request is specific and limited in scope to the extent reasonably practicable in 
light of the purpose for which the information is sought; and
 “(3) De-identified information could not reasonably be used.”

(45 CFR 164.512(f)(1)(C))

Clarifies that “administrative request” exception only applies if the response is required by law, not 
just because the agent requests the info.



HIPAA and Telehealth

• OCR has emphasized privacy and security in 
telehealth

• In 10/22, OCR published guidance concerning 
HIPAA concerns in audio-only telehealth.

• On 8/9/23, relaxed security standards for 
telehealth platforms ended.

• In 10/23, OCR published guidance for providers 
and patients concerning privacy and security 
risks in telehealth.

(https://www.hhs.gov/hipaa/for-professionals/special-
topics/telehealth/index.html)  

https://www.hhs.gov/hipaa/for-professionals/special-topics/telehealth/index.html
https://www.hhs.gov/hipaa/for-professionals/special-topics/telehealth/index.html


HIPAA
Proposed Privacy Rule Changes

Proposed rule published 1/21/21; still waiting…
• Strengthens individual’s right of access.

− Individuals may take notes or use other personal devices to view and capture 
images of PHI.

− Must respond to requests to access within 15 days instead of 30 days.
− Must share info when directed by patient.
− Additional limits to charges for producing PHI.

• Facilitates individualized care coordination.
• Clarifies the ability to disclose to avert threat of harm.
• Not required to obtain acknowledgment of Notice of Privacy Practices.
• Modifies content of Notice of Privacy Practices.
(86 FR 6446 (1/21/21))



42 CFR Part 2 Rules

SUBSTANCE USE 
DISORDER 
RECORDS



Privacy Laws
Pr

iv
ac

y 
Pr

ot
ec

ti
on Comply with the law 

that provides the most 
privacy protection, e.g., 
• HIPAA
• 42 CFR Part 2
• Other state of federal 

privacy rules



42 CFR Part 2
Final Rule

• Issued 2/8/24.
• Effective 4/16/24.
• Enforced 2/16/26.
(89 FR 12472)

• Implements CARES Act 3221 (42 USC 290dd-2) to more 
closely align Part 2 with HIPAA. 
− HIPAA enforcement applies to Part 2.

• OCR enforces Part 2 along with HIPAA.
• HIPAA penalties replace criminal penalties.
• Breach notification.

− Allows single consent for uses or disclosures for 
treatment, payment or healthcare operations.

− HIPAA-covered entities and business associates 
receiving SUD info under consent may use or disclose 
consistent with HIPAA.

− Must provide HIPAA-like notice of privacy practices 
(NPP) and update HIPAA NPP.



42 CFR Part 2

• Applies to info that:

− Identifies a patient as having, 

having had, or referred for a 

substance use disorder; and

− Is created, received, or acquired by 

a federally assisted SUD program.

• Applies to:

− Federally assisted SUD program.

− Recipients of SUD info.
(42 CFR 2.11-2.13)

• Prohibits use or disclosure of SUD 

info unless:

− Have patient consent, or

− Fit within limited exception 

permitting disclosure.

• Must provide notice of Part 2 

obligations to most recipients.

• Most recipients must comply with 

Part 2 obligations.



Part 2 “Federally Assisted” 

• “Federally assisted” =

− Carried out under license or  authorization granted by U.S. dept or agency (e.g., participating in 

Medicare; DEA registration; or authorization to conduct maintenance treatment or withdrawal 

management).

− Supported by funds provided by a U.S. department or agency (e.g., receiving federal financial 

assistance, Medicaid, grants, etc., even if federal money does not pay directly for SUD 

services); 

− Program is tax-exempt or claims tax deductions relating to program; or

− Conducted directly or by contract or otherwise by any dept or agency of the United States.

• Special rules for VA or armed forces.
(42 CFR 2.12(b))

• Not purely private pay programs, but HIPAA likely applies.



Part 2 “Program”

• “Program” =

− Individual or entity (other than general medical facility*) that holds itself out as 

providing and provides SUD diagnosis, treatment or referral.

− Identified unit in a general medical facility* that holds itself out as providing and 

provides SUD diagnosis, treatment or referral.

− Medical personnel in a general medical facility* whose primary function is providing 

SUD diagnosis, treatment or referral and who are identified as such providers.
(42 CFR 2.11; 2.12(e))

* “General medical facilities” = hospitals, trauma centers, FQHCs, maybe primary care clinic.
(SAMHSA FAQ 10, https://www.samhsa.gov/about-us/who-we-are/laws-regulations/confidentiality-regulations-

faqs)

https://www.samhsa.gov/about-us/who-we-are/laws-regulations/confidentiality-regulations-faqs
https://www.samhsa.gov/about-us/who-we-are/laws-regulations/confidentiality-regulations-faqs


Part 2
Federally Assisted “Program”

Individual or Entity;
Not General Medical 

Facility

General Medical Facility
Identified Unit Medical Personnel or Staff

1. Holds itself out as 
providing SUD 
diagnosis, treatment, or 
referral for treatment, 
and

2. Provides SUD diagnosis,  
treatment, or referral 
for treatment

1. Holds itself out as 
providing SUD 
diagnosis, treatment, or 
referral for treatment, 
and

2. Provides SUD diagnosis,  
treatment, or referral 
for treatment

1. Primary function is to 
provide SUD diagnosis, 
treatment or referral for 
treatment, and

2. Identified as such 
providers



Part 2
Federally Assisted Program

• Only the SUD unit/provider are the 
“program”.

• Program must comply with Part 2 in 
disclosing SUD info outside the program, 
e.g., 
− Per consent
− To administrative entity with control
− To QSO
− Other exception

• Program must have administrative controls 
in place to share SUD info.

General Medical Facility

Rest of facility is  
not Part 2 
Program

Part 2 
Program 

1. Identified unit 
holds out and 
provides SUD.

2. Individual 
whose primary 
function is and 
identified as 
providing SUD.



Recipients Subject to Confidentiality 
Restrictions

Confidentiality requirements apply to certain recipients of SUD info, e.g.,
• Entities with direct administrative control over Part 2 program.
• Qualified service organization (QSO).

− Like HIPAA business associate.
− Includes BAAs of Part 2 program if Part 2 program is covered by HIPAA.

• Lawful holder of SUD info, i.e.,
− Received copy of patent’s written consent + notice of Part 2 requirements, or
− Received SUD info per exception to written consent requirement.

• Persons receiving SUD info from Part 2 program, covered entity, business associate, 
intermediary or lawful holder who are notified of prohibited redisclosure per 42 CFR 
2.32.

(42 CFR 2.11 and 2.12(d))



Disclosure of SUD Info

WITH PATIENT’S CONSENT

• Consent for treatment, 
payment and operations:  
may obtain one consent for 
all such future uses.

• Other purposes:  as specified 
in consent.

 Consent must contain 
required elements.

 Provide copy of consent + 
notice of Part 2 obligations 
with disclosure. 

(42 CFR 2.31-2.33)

WITHOUT PATIENT’S CONSENT 

• Within Part 2 program if need to know.
• Between Part 2 program and direct administrative control.
• To QSO if have qualified service organization agreement (QSOA).
• Report to law enforcement re crime on premises or threat against 

program personnel.
• Report suspected child abuse or neglect.
(42 CFR 2.12(c))

• Disclosure of de-identified info for public health purposes.
• Medical emergency.
• Scientific research subject to conditions.
• Audits and investigations subject to conditions.
• Per compliant order + subpoena.
(42 CFR 2.51-2.67)



Disclosure with Consent:
Copy of Consent + Notice

May use either of the following 2 permissible statements:
1. “This record which has been disclosed to you is protected by Federal confidentiality rules (42 CFR part 2). 

These rules prohibit you from using or disclosing this record, or testimony that describes the information 
contained in this record, in any civil, criminal, administrative, or legislative proceedings by any Federal, State, 
or local authority, against the patient, unless authorized by the consent of the patient, except as provided at 42 
CFR 2.12(c)(5) or as authorized by a court in accordance with 42 CFR 2.64 or 2.65. In addition, the Federal rules 
prohibit you from making any other use or disclosure of this record unless at least one of the following applies: 
(i) Further use or disclosure is expressly permitted by the written consent of the individual whose information 
is being disclosed in this record or as otherwise permitted by 42 CFR part 2. 
(ii) You are a covered entity or business associate and have received the record for treatment, payment, or 
health care operations, or 
(iii) You have received the record from a covered entity or business associate as permitted by 45 CFR part 164, 
subparts A and E.  A general authorization for the release of medical or other information is NOT sufficient to 
meet the required elements of written consent to further use or redisclose the record (see 42 CFR 2.31).”

2. “42 CFR part 2 prohibits unauthorized use or disclosure of these records.”
(42 CFR 2.32(a))



Redisclosure of SUD Info

• If received disclosure per consent, Part 2 limits recipients’ use or redisclosure of SUD info.
• Authority to redisclose depends on:

− Scope of consent, e.g., 
• Specific limitations, and
• For treatment, payment or healthcare operations.

− Whether recipient is a HIPAA-covered entity or business associate.
• Covered entities and business associates may generally redisclose as permitted by  

HIPAA.
− Purpose of the use or redisclosure.
− Entity to whom the redisclosure is made.

(42 CFR 2.33)

Check consent and notice of redisclosure accompanying consent.



Part 2
Patient Rights

• Patient not required to consent to uses or disclosures for TPO.
• Patient may withdraw consent or restrict disclosures for TPO.
• Patient may receive accounting of disclosures, including *disclosures for TPO if 

maintain electronic health record.
− *Tolled until HIPAA rule implementing this requirement is issued.

• Program must have complaint process.
• Patient may file complaint with OCR as with HIPAA.
• Program may not intimidate, threaten, or retaliate in response to patient 

exercising Part 2 rights. 
• Program must post and provide Notice of Confidentiality Protections.
(42 CFR 2.24)



Part 2
Notice to Patient

Upon admission or when patient gains capacity, Part 2 

program must:

• Inform patient that federal law protects confidentiality of 

SUD info.

• Give patient written notice of the program’s duties and 

privacy practices as specified in the regulations.

− Required header and statements

− Required elements
(42 CFR 2.22)

HHS plans to modify HIPAA requirements for notice of privacy 

practices to align with part 2 notice requirements.



Part 2
Security

• Part 2 programs and lawful holders must have formal policies and procedures to protect 

against unauthorized use or disclosure of SUD info or threats to security of SUD info.

• Policies and procedures must address all of the following for paper and e-info:

− Transfer and removing records.

− Destroying records, including sanitizing media.

− Maintaining records in secure room, cabinets or facilities.

− Using and accessing workstations, rooms, cabinets or facilities.

− De-identifying records consistent with HIPAA standards at 45 CFR 164.514(b).

• These standards do not apply to family, friends, and other informal caregivers who are 

lawful holders.
(42 CFR 2.16)



Part 2 and HIPAA 

Remember:  if you are a covered entity 

or business associate as well as a Part 2 

program, you must comply with HIPAA 

in addition to the Part 2 rules….



OCR/SAMHSA Webinar
https://www.youtube.com/watch?v=F3ZZgCXpT4k 

https://www.youtube.com/watch?v=F3ZZgCXpT4k


https://www.samhsa.gov/about-us/who-we-
are/laws-regulations/confidentiality-regulations-
faqs 

https://www.samhsa.gov/about-us/who-we-are/laws-regulations/confidentiality-regulations-faqs
https://www.samhsa.gov/about-us/who-we-are/laws-regulations/confidentiality-regulations-faqs
https://www.samhsa.gov/about-us/who-we-are/laws-regulations/confidentiality-regulations-faqs


https://www.hhs.gov/hipaa/for-
professionals/special-topics/hipaa-part-
2/index.html 

https://www.hhs.gov/hipaa/for-professionals/special-topics/hipaa-part-2/index.html
https://www.hhs.gov/hipaa/for-professionals/special-topics/hipaa-part-2/index.html
https://www.hhs.gov/hipaa/for-professionals/special-topics/hipaa-part-2/index.html


HIPAA
Notice of Privacy Practices



HIPAA:
Notice of Privacy Practices

• Reproductive Right Rule modified NPP requirements to accommodate Part 2 changes.

− Covered entities creating or maintaining SUD records subject to Part 2 must provide 

the notice to the patient as required by 42 CFR 2.22.

• Uses and disclosures.

• Patient rights.

• Covered entities’ duties.
(45 CFR 164.520(a)(2))

− Other covered entities must update their NPP.

• Must comply by 2/16/26.

Check applicable regulations when drafting updated NPP.



NPP Requirements

• Required header:  “THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE 
USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION. PLEASE 
REVIEW IT CAREFULLY.”

• Description + example of uses and disclosure for treatment, payment and health care operations.
• Description of each use or disclosure not requiring patient authorization.
• Incorporate limits of more stringent laws, including 42 CFR part 2.
• Description + example of uses and disclosures of reproductive PHI prohibited by 45 CFR 

164.502(a)(5)(iii), e.g., for criminal, civil or administrative liability.
• Description + example of uses and disclosures for which attestation is required under 45 CFR 

164.509.
• Statement that information disclosed per HIPAA may be subject to redisclosure by recipient and 

no longer protected.
(45 CFR 164.520(b)(1)(i)-(ii))



NPP Requirements

• If covered entity intends to engage in certain activities, must include statement 

notifying patient:

− Fundraising.

− SUD records received from Part 2 program may not be sued or disclosed in 

civil, criminal, admin or legislative proceedings against patient without 

patient’s consent or Part 2 court order.

− If Part 2 program uses info for fundraising, patient must be given 

opportunity to opt out.
(45 CFR 164.520(b)(1)(iii))



NPP Requirements

• Describe patient rights and how they may be exercised

− Request restrictions on use or disclosure for treatment, payment and 

operations and exceptions per 164.522(a).

− Receive PHI by confidential communications per 164.522(b).

− Inspect and copy PHI per 164.524.

− Amend PHI per 164.526.

− Receive accounting of PHI per 164.528.

− Receive paper copy of NPP upon request.
(45 CFR 164.520(b)(1)(iv))



NPP Requirements

• Describe covered entity’s duties.
− Required by law to maintain privacy of PHI, provide notice of its duties and 

privacy practices with respect to PHI, and notify patient of breaches of 
unsecured PHI.

− Comply with NPP in effect.
− To apply change in its NPP to records created before change, reserve right to 

do so.
• Explain right to complaint to covered entity and HHS.
• Include contact info of person to contact if have additional questions.
• Effective date.
(45 CFR 164.520(b)(1)(iv))



NPP Revisions

• Covered entity must promptly revise and distribute its NPP whenever there is a material 
change to 
− the uses or disclosures, 
− the individual's rights, 
− the covered entity's legal duties, or 
− other privacy practices stated in the NPP.

(45 CFR 164.520(b)(3))

• Post new NPP on website and in facility.
• Make new NPP available upon request.
• If using joint notice, ensure joint notice complies by deadline.
(45 CFR 164.520(c)-(d))

OCR  intends to publish a model Notice of Privacy practices.
Watch for additional changes if the proposed HIPAA rule is finalized



NPP and Privacy Policy, Terms and 
Conditions

• Many websites or apps include privacy policies and/or terms and conditions.
− State law requirements.
− Industry standards.

• Ensure your general privacy polices, terms and conditions are consistent 
with your HIPAA Notice of Privacy Practices.
− e.g., uses and disclosure of PHI for tracking, marketing, etc.
− Elements and form required by HIPAA.

HIPAA covered entities must comply with HIPAA and NPP.
Business associates may need to comply with covered entity clients’ NPP to 

the extent disclosures contrary to NPP would not be permitted by covered 
entity and, therefore, by business associate.



Expanded Govt Focus on Privacy



FTC Enforcement
https://www.ftc.gov/business-guidance/resources/collecting-using-or-
sharing-consumer-health-information-look-hipaa-ftc-act-health-breach 

https://www.ftc.gov/business-guidance/resources/collecting-using-or-sharing-consumer-health-information-look-hipaa-ftc-act-health-breach
https://www.ftc.gov/business-guidance/resources/collecting-using-or-sharing-consumer-health-information-look-hipaa-ftc-act-health-breach


FTC Enforcement of 
Privacy and Security

FTC is using FTCA § 5 to go after 
entities for data security breaches.
• Bars unfair and deceptive trade 

practices, e.g., 
− Mislead consumers re security 

practices.
− Misusing info or causing harm 

to consumers.
(https://www.ftc.gov/news-
events/topics/protecting-consumer-privacy-
security/privacy-security-enforcement )

https://www.ftc.gov/news-events/topics/protecting-consumer-privacy-security/privacy-security-enforcement
https://www.ftc.gov/news-events/topics/protecting-consumer-privacy-security/privacy-security-enforcement
https://www.ftc.gov/news-events/topics/protecting-consumer-privacy-security/privacy-security-enforcement


76

“When companies tell consumers they will safeguard their personal information, the FTC 
can and does take law enforcement action to make sure that companies live up these 
promises. The FTC has brought legal actions against organizations that have violated 
consumers’ privacy rights, or misled them by failing to maintain security for sensitive 
consumer information…”.



FTC Health Breach Notification Rule 
(HBNR)

• Applies to vendors of personal health info, e.g., entities 
that collect health info on behalf of subject person.
− Not entities covered by HIPAA (covered entities and 

business associates)
• Requires vendors of personal health provide notice 

following a breach involving unsecured information.
− To consumers.
− To FTC.

• Requires vendor service providers to notify vendor so 
they can notify consumers.

• If breach involves 500+ persons, must notify media.
(16 CFR part 316)

• GoodRx pays 
$1,500,000 for failing 
to report unauthorized 
disclosure of consumer 
health data to 
Facebook, Google, and 
others.

• Easy Healthcare 
(Premom ovulation 
tracking app) shared 
info with third parties, 
including AppsFlyer 
and Google.



https://www.ftc.gov/legal-
library/browse/statement-commission-breaches-
health-apps-other-connected-devices 

https://www.ftc.gov/legal-library/browse/statement-commission-breaches-health-apps-other-connected-devices
https://www.ftc.gov/legal-library/browse/statement-commission-breaches-health-apps-other-connected-devices
https://www.ftc.gov/legal-library/browse/statement-commission-breaches-health-apps-other-connected-devices


FTC Health Breach Notification Rule 
(HBNR)

• 4/26/24:  FTC issues final update to HBNR.
• Confirms HBNR application to health apps and similar technologies not 

covered by HIPAA.
• Extends rule to entities that offer products and services through online 

services, including mobile apps, of vendors of personal health records.
• “Breach of security” includes unauthorized acquisition of identifiable 

health info that occurs through data security breach or unauthorized 
disclosure.

• Modifies required content of notice of breach.
• Effective 7/29/24.
(89 FR 47028)



SEC Cybersecurity Rules for 
Publicly Traded Entities

SEC regulations require publicly 
traded entities to report:
• Material cybersecurity 

incidents within four days, 
and

• Material information about 
regarding cybersecurity 
management.

(https://www.sec.gov/news/press-
release/2023-139) 

https://www.sec.gov/news/press-release/2023-139
https://www.sec.gov/news/press-release/2023-139


OIG General Compliance Program 
Guidance

• “With increasing numbers of 

cybersecurity attacks aimed at HIPAA-

regulated entities of all sizes, 

compliance with Privacy, Security, and 

Breach Notification Rule requirements 

should be a top compliance priority and 

included in all risk assessments.” 
(https://oig.hhs.gov/documents/compliance-

guidance/1135/HHS-OIG-GCPG-2023.pdf#page=10) 

https://oig.hhs.gov/documents/compliance-guidance/1135/HHS-OIG-GCPG-2023.pdf#page=10
https://oig.hhs.gov/documents/compliance-guidance/1135/HHS-OIG-GCPG-2023.pdf#page=10


State Data Privacy Laws 

Source:  Bloomberg 
Law, 
https://pro.bloomberglaw.
com/insights/privacy/state
-privacy-legislation-
tracker/#row-
66725b4d4cdd5 

Remember:  
HIPAA requires you to 

comply with more restrictive 
law, including state laws.

https://pro.bloomberglaw.com/insights/privacy/state-privacy-legislation-tracker/#row-66725b4d4cdd5
https://pro.bloomberglaw.com/insights/privacy/state-privacy-legislation-tracker/#row-66725b4d4cdd5
https://pro.bloomberglaw.com/insights/privacy/state-privacy-legislation-tracker/#row-66725b4d4cdd5
https://pro.bloomberglaw.com/insights/privacy/state-privacy-legislation-tracker/#row-66725b4d4cdd5
https://pro.bloomberglaw.com/insights/privacy/state-privacy-legislation-tracker/#row-66725b4d4cdd5


State Data Privacy Laws
in Legislative Process 

Source:  
International Ass’n 
of Privacy 
Professionals, 
https://iapp.org/resources
/article/us-state-privacy-
legislation-tracker/ 

https://iapp.org/resources/article/us-state-privacy-legislation-tracker/
https://iapp.org/resources/article/us-state-privacy-legislation-tracker/
https://iapp.org/resources/article/us-state-privacy-legislation-tracker/


Cybersecurity



Cybersecurity



Cybersecurity

According to HHS:
• 2018-22:  93% increase in large 

breaches
• 2018-22:  278% increase in 

large breaches from 
ransomware.

• 2023:  77% of large breaches 
resulted from hacking.

• 2023:  Persons affected by large 
breaches increased 60% to 
80,000,000.

Source:  The HIPAA Journal
https://www.hipaajournal.com/healthcare-data-breach-statistics/  

https://www.hipaajournal.com/healthcare-data-breach-statistics/


Consider impact on:
• Patient safety.
• Ability to function 

without data or 
with 
compromised 
data.

• Inability to bill.
• Damage to IT 

infrastructure.
• FTC or state law 

violations.
• Lawsuits.
• Bad press.



HHS Strategy Paper
https://aspr.hhs.gov/cyber/Documents/Health-Care-Sector-
Cybersecurity-Dec2023-508.pdf 

On 12/6/23, HHS published strategy for strengthening 
cybersecurity for healthcare industry.
1. Establish voluntary cybersecurity performance 

goals.
2. Provide resources to incentivize and implement 

cybersecurity practices.
3. Greater enforcement and accountability.

• Cybersecurity requirements for hospitals 
through Medicare/Medicaid.

• Update HIPAA Security Rule to include new 
cybersecurity rule requirements.

• Increase civil penalties.
• Increase resources for audits and investigation.

4. HHS to provide one-stop shop for healthcare 
cybersecurity resources.

Coming 2024

https://aspr.hhs.gov/cyber/Documents/Health-Care-Sector-Cybersecurity-Dec2023-508.pdf
https://aspr.hhs.gov/cyber/Documents/Health-Care-Sector-Cybersecurity-Dec2023-508.pdf


HIPAA
Penalties for Cybersecurity Lapses

“Our settlement highlights how 
ransomware attacks are increasingly 
common and targeting the health care 
system. This leaves hospitals and their 
patients vulnerable to data and security 
breaches… In this ever-evolving space, it 
is critical that our health care system 
take steps to identify and address 
cybersecurity vulnerabilities along with 
proactively and regularly review risks, 
records, and update policies. These 
practices should happen regularly across 
an enterprise to prevent future attacks.”  

--OCR Director Melanie Fontes

Paid $80,000 
as a result of 
ransomware 

attack.



HIPAA:
Penalties for Cybersecurity Lapses

Paid 
$1,250,000 
for hacking.

“The potential violations specifically include: 
• the lack of an analysis to determine risks and 

vulnerabilities to electronic protected health 
information across the organization, 

• insufficient monitoring of its health 
information systems’ activity to protect 
against a cyber-attack, 

• failure to implement an authentication 
process to safeguard its electronic protected 
health information, and 

• failure to have security measures in place to 
protect electronic protected health 
information from unauthorized access when 
it was being transmitted electronically.”



Costs of 
Cybersecurity Lapse

• Costs from:
− Detection
− Notification
− Post-breach response
− Lost business costs

• Highest cost across all industries.
• Ransomware cost average of 

$5,130,000.
• Average of 277 days from 

detection to containment.

Ponemon Institute



HPH Cybersecurity Gateway
https://hphcyber.hhs.gov/ 

https://hphcyber.hhs.gov/


HHS Cybersecurity Performance Goals
https://hphcyber.hhs.gov/documents/cybersecurity-performance-
goals.pdf 

Voluntary
• Essential 

goals
• Enhanced 

goals

1/24/24

https://hphcyber.hhs.gov/documents/cybersecurity-performance-goals.pdf
https://hphcyber.hhs.gov/documents/cybersecurity-performance-goals.pdf


NIST Cybersecurity Framework 2.0
https://www.nist.gov/publications/nist-cybersecurity-framework-20-
resource-overview-guide 

2/26/24

Includes
• Risk assessment 

guidelines
• Risk management 

guidelines
• HIPAA security 

rule considerations

https://www.nist.gov/publications/nist-cybersecurity-framework-20-resource-overview-guide
https://www.nist.gov/publications/nist-cybersecurity-framework-20-resource-overview-guide


OCR Cybersecurity Guidance
https://www.hhs.gov/hipaa/for-
professionals/security/guidance/cybersecurity/index.html 

• Cybersecurity Resources
• Cybersecurity Newsletters

− Sanction policies (10/23)
− Authentication (6/23)
− Security rule incident procedures 

(10/22)
− Defending against common 

cyber attacks (3/22)
− Others

• Cyber incident response checklist
Sign up for OCR listserv at
https://www.hhs.gov/hipaa/for-
professionals/list-serve/index.html?language=es  

https://www.hhs.gov/hipaa/for-professionals/security/guidance/cybersecurity/index.html
https://www.hhs.gov/hipaa/for-professionals/security/guidance/cybersecurity/index.html
https://www.hhs.gov/hipaa/for-professionals/list-serve/index.html?language=es
https://www.hhs.gov/hipaa/for-professionals/list-serve/index.html?language=es


OCR Cybersecurity Resources 

• OCR webinar re How HIPAA Security Rule Can Help Defend Against 
Cyber-Attacks (10/30/23), http://youtube.com/watch?v=VnbBxxyZLc8  

• OCR webinar re Risk Assessment (10/31/23), 
https://kauffmaninc.zoom.us/webinar/register/WN_xaRWAC3qTYSykY
AAbLL_ew

• CMS updated Security Risk Assessment Tool (version 3.4) (9/23),  
https://www.healthit.gov/topic/privacy-security-and-hipaa/security-
risk-assessment-tool

• OCR video re recognized security practices (10/31/22), 
https://www.youtube.com/watch?v=e2wG7jUiRjE

http://youtube.com/watch?v=VnbBxxyZLc8
https://kauffmaninc.zoom.us/webinar/register/WN_xaRWAC3qTYSykYAAbLL_ew
https://kauffmaninc.zoom.us/webinar/register/WN_xaRWAC3qTYSykYAAbLL_ew
https://www.healthit.gov/topic/privacy-security-and-hipaa/security-risk-assessment-tool
https://www.healthit.gov/topic/privacy-security-and-hipaa/security-risk-assessment-tool
https://www.youtube.com/watch?v=e2wG7jUiRjE


HHS Cybersecurity Task Force
https://www.hhs.gov/about/news/2023/04/17/hhs-cybersecurity-task-force-
provides-new-resources-help-address-rising-threat-cyberattacks-health-
public-health-sector.html 

• Online educational platform 
for cybersecurity training

• Health Industry 
Cybersecurity Practices 
(2023)

− Outlines top threats

− Recommends best 
practices to prepare and 
fight against threats

97

https://www.hhs.gov/about/news/2023/04/17/hhs-cybersecurity-task-force-provides-new-resources-help-address-rising-threat-cyberattacks-health-public-health-sector.html
https://www.hhs.gov/about/news/2023/04/17/hhs-cybersecurity-task-force-provides-new-resources-help-address-rising-threat-cyberattacks-health-public-health-sector.html
https://www.hhs.gov/about/news/2023/04/17/hhs-cybersecurity-task-force-provides-new-resources-help-address-rising-threat-cyberattacks-health-public-health-sector.html


Health Industry Cybersecurity Practices:  
Managing Threats and Protecting Patients 
https://405d.hhs.gov/Documents/HICP-Main-508.pdf 

• Top threats

− Social engineering

− Ransomware

− Loss or theft of equipment or data

− Insider, accidental or malicious 
data loss

− Attacks against network connected 
medical devices

• Best practices to protect against or 
respond to risks

https://405d.hhs.gov/Documents/HICP-Main-508.pdf


HHS Health Sector Cybersecurity 
Coordination Center (HC3), 
https://www.hhs.gov/about/agencies/asa/ocio/hc3/index.html 

• Threat briefs

• Sector alerts, e.g.,

• Additional resources

https://www.hhs.gov/about/agencies/asa/ocio/hc3/index.html


Admin. for Strategic Preparedness & 
Response (ASPR)
https://aspr.hhs.gov/cyber/Pages/default.aspx 

Subscribe to 
bulletins

• Advisories 
concerning 
specific 
threats

• Links to 
cybersecurity 
resources

https://aspr.hhs.gov/cyber/Pages/default.aspx


OCR 
Implementing Sanction Policies

OCR emphasized use of sanction policies to 
help cybersecurity.
• Privacy and security rules require covered 

entities and business associates to have 
and apply appropriate sanctions against 
workforce members who fail to comply 
with HIPAA privacy and security 
requirements.

• Newsletter includes suggestions for 
drafting or revising sanction policies.

• May help avoid “willful neglect” penalties 
under HIPAA.

https://www.hhs.gov/hipaa/for-
professionals/security/guidance/cybersecurity
-newsletter-october-2023/index.html 

https://www.hhs.gov/hipaa/for-professionals/security/guidance/cybersecurity-newsletter-october-2023/index.html
https://www.hhs.gov/hipaa/for-professionals/security/guidance/cybersecurity-newsletter-october-2023/index.html
https://www.hhs.gov/hipaa/for-professionals/security/guidance/cybersecurity-newsletter-october-2023/index.html


Information Blocking Rule



Info Blocking Rule

• Applies to “actors”

− Healthcare providers.

− Developers or offerors of 
certified health IT.

• Not providers who 
develop their own IT.

− Health info 
network/exchange.

(45 CFR 171.101)

• Prohibits info blocking, i.e., 
practice that is likely to interfere 
with access, exchange, or use of 
electronic health info, and

• Provider: knows practice is 
unreasonable and likely to 
interfere.

• Developer/HIN/HIE:  knows or 
should know practice is likely to 
interfere.

(45 CFR 171.103)



Info Blocking Rule:
Penalties

DEVELOPERS, HIN, HIE

• Complaints to OIG

− https://inquiry.healthit.gov/support
/plugins/servlet/desk/portal/6

− OIG Hotline

• Effective 9/1/23, civil monetary 
penalties of up to $1,000,000 per 
violation

(42 CFR 1003.1420; see 88 FR 42820 (7/3/23); 
https://oig.hhs.gov/reports-and-
publications/featured-topics/information-
blocking/)

HEALTHCARE PROVIDERS
• “Appropriate disincentives” to be 

established by HHS.

• Proposed rule (88 FR 74947 (11/1/21))

− Hospitals: loss of status as 
meaningful user of EHR

− Providers:  loss of status as 
meaningful user under MIPS

− ACOs:  ineligible to participate.

Loss of federal payments.

https://inquiry.healthit.gov/support/plugins/servlet/desk/portal/6
https://inquiry.healthit.gov/support/plugins/servlet/desk/portal/6
https://oig.hhs.gov/reports-and-publications/featured-topics/information-blocking/
https://oig.hhs.gov/reports-and-publications/featured-topics/information-blocking/
https://oig.hhs.gov/reports-and-publications/featured-topics/information-blocking/


Info Blocking Penalties:
https://www.healthit.gov/sites/default/files/2023-
11/IB%20Disincentives%20for%20Providers%20Info%20Session20231115_
508.pdf 

https://www.healthit.gov/sites/default/files/2023-11/IB%20Disincentives%20for%20Providers%20Info%20Session20231115_508.pdf
https://www.healthit.gov/sites/default/files/2023-11/IB%20Disincentives%20for%20Providers%20Info%20Session20231115_508.pdf
https://www.healthit.gov/sites/default/files/2023-11/IB%20Disincentives%20for%20Providers%20Info%20Session20231115_508.pdf


Info Blocking Rule:
Examples

INFO BLOCKING

• Refusing to timely respond to requests.
• Charging excessive fees.
• Imposing unreasonable administrative 

hurdles.
• Imposing unreasonable contract terms, 

e.g., EHR agreements, BAAs, etc.
• Implementing health IT in nonstandard 

ways that increase the burden.
• Others?

NOT INFO BLOCKING

− Action required by law. 
• HIPAA, 42 CFR part 2, state 

privacy laws, etc.
• Laws require conditions 

before disclosure and 
condition not satisfied, e.g., 
patient consent.

− Action is reasonable under the 
circumstances.

− Action fits within regulatory 
exception.



Info Blocking Exceptions
HTTPS://WWW.HEALTHIT.GOV/TOPIC/INFORMATION-BLOCKING 

https://www.healthit.gov/topic/information-blocking


Info Blocking Rule:
OIG Enforcement Priorities

OIG will use the following priorities to select cases for investigation:

• resulted in, is causing, or had the potential to cause patient harm;

• significantly impacted a provider's ability to care for patients;

• was of long duration;

• caused financial loss to Federal health care programs, or other 
government or private entities; or

• was performed with actual knowledge.
(https://oig.hhs.gov/reports-and-publications/featured-topics/information-blocking/)

https://oig.hhs.gov/reports-and-publications/featured-topics/information-blocking/


Info Blocking Rule Guidance
https://www.healthit.gov/topic/information-blocking

https://www.healthit.gov/topic/information-blocking


Artificial Intelligence (AI)



Artificial Intelligence in Healthcare

Common uses in healthcare 
• Imaging
• Clinical decision support tools
• Research
• Virtual assistant for 

transcription, administration, 
or practice management

• Others?

Concerns
• Bias
• “Garbage in, garbage out”  

incorrect results
• Lack of transparency in 

algorithms, i.e., “black box” 
results

• Data privacy
• Others?

Rapidly developing area of the law; watch for federal and state 
regulation.



Blueprint for AI Bill of Rights
https://www.whitehouse.gov/ostp/ai-bill-of-rights/ 

10/22:

• Safe and effective systems.

• Algorithmic discrimination 
protections.

• Data privacy

• Notice and explanation

• Human alternatives, 
considerations and fallback

https://www.whitehouse.gov/ostp/ai-bill-of-rights/


Executive Order for Safe Use of AI
https://www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-
the-safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence /

10/30/23

• Federal agencies to develop 

guidelines for developing safe, 

secure and trustworthy AI.

• Within 1 year, HHS to develop 

strategic plan including policies and 

potential regulations re deployment 

of AI in healthcare sector. 

https://www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence
https://www.whitehouse.gov/briefing-room/presidential-actions/2023/10/30/executive-order-on-the-safe-secure-and-trustworthy-development-and-use-of-artificial-intelligence


NIST Artificial Intelligence Risk 
Management Framework
https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.100-1.pdf

• Understanding and addressing 
risks, impacts and harms

• Challenges for AI risk 
management

• AI risks and trustworthiness
• Valid and reliable
• Safe
• Secure and resilient
• Accountable and transparent
• Explainable and interpretable
• Privacy-enhanced
• Fair, with harmful bias 

managed

https://nvlpubs.nist.gov/nistpubs/ai/NIST.AI.100-1.pdf


Additional Resources



HTTPS://WWW.HOLLAND
HART.COM/HEALTHCARE  

Free content:
• Recorded 

webinars
• Client alerts
• White papers
• Other

https://www.hollandhart.com/healthcare
https://www.hollandhart.com/healthcare


Questions?

Kim C. Stanger

Office:  (208) 383-3913

Cell:  (208) 409-7907

kcstanger@hollandhart.com

mailto:kcstanger@hollandhart.com
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