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This presentation is similar to any other legal education materials designed to 

provide general information on pertinent legal topics. The statements made as 

part of the presentation are provided for educational purposes only. They do not 

constitute legal advice nor do they necessarily reflect the views of Holland & Hart 

LLP or any of its attorneys other than the speaker. This presentation is not 

intended to create an attorney-client relationship between you and Holland & Hart 

LLP. If you have specific questions as to the application of law to your activities, 

you should seek the advice of your legal counsel.



Overview

• HIPAA Security Rule

− Enforcement

− Requirements

− Resources

• Proposed Security Rule 

Changes

• Other Laws

• Cybersecurity Resources



Health Insurance Portability and 
Accountability Act (“HIPAA”)

• Security Rule, 45 CFR 164.301 et seq.
• Breach Notification Rule, 45 CFR 164.401 

et seq.
− Notice to individuals
− Notice to HHS
− Notice to local media

• Privacy Rule, 45 CFR 164.501 et seq.
− Use and disclosure rules
− Patient rights
− Administrative requirements

Applies to:
• Covered entities

− Health care providers who 
engage in certain electronic 
standard transactions.

− Health insurers, including 
health plans with 50+ 
participants or that are 
administered by a third party.

• Business associates



Why you should care

How would this affect--
• Patient care

− No data on patients
− Corrupt data on patients

• Bill for or receive payment for services
• Function without data, e.g., payroll, 

accounting, vendors, etc.
• Damage to IT infrastructure.
• Costs of responding and repairing.
• Potential exposure to regulatory fines and/or 

lawsuits
• Bad press



Cybersecurity Threats

According to HHS:
• 2018-22:  93% 

increase in large 
breaches

• 2018-22:  278% 
increase in large 
breaches from 
ransomware.

• 2023:  77% of large 
breaches resulted 
from hacking.

• 2023:  Persons 
affected by large 
breaches increased 
60% to 
80,000,000.

Source:  The HIPAA Journal
https://www.hipaajournal.com/healthcare-data-breach-statistics/ 

https://www.hipaajournal.com/healthcare-data-breach-statistics/


Costs of Data Breach

• Costs from:
− Detection
− Notification
− Post-breach response
− Lost business costs

• Highest cost across all industries.
• Ransomware cost average of 

$5,130,000.
• Average of 277 days from 

detection to containment.

Ponemon Institute (2024)



Ransomware and other cyberthreats 
are pervasive

April 19, 2025

April 2025 
solicitation 

for class 
action 
lawsuit

April 18, 2025

April 18, 2025 solicitation 
for class action lawsuit

January 29, 
2025



Civil Penalties

Conduct Penalty
Did not know and should not have 
known of violation

• $141* to $71,162* per violation
• Up to $2,067,813* per type per year
• No penalty if correct w/in 30 days 
• OCR may waive or reduce penalty

Violation due to reasonable cause • $1,379* to $71,162* per violation
• Up to $2,067,813* per type per year
• No penalty if correct w/in 30 days
• OCR may waive or reduce penalty

Willful neglect,  
but correct w/in 30 days

• $14,232* to $71,162* per violation
• Up to $2,067,813* per type per year
• Penalty is mandatory

Willful neglect,
but do not correct w/in 30 days

•  $71,162 to $2,134,831* per violation
•  Up to $2,134,831* per type per year
•  Penalty is mandatory

(45 CFR 102.3, 160.404; 85 FR 2879)



Recent HIPAA Resolutions
https://www.hhs.gov/hipaa/newsroom/index.html

Date Conduct Resolution
4/17/25 Hospital hit with ransomware attack + improper access. $25,000
4/4/25 Radiology group data subject to unauthorized access. $350,000
3/21/25 Business associate’s PHI exposed to webcrawlers on internet. $227,816
2/20/25 Eyeglasses company hacked. $1,500,000
1/15/25 Neurosurgery group hit with ransomware attack. $10,000
1/14/25 Medical supply company data breached following phishing scheme. $3,000,000
1/8/25 Business associate’s PHI deleted by unauthorized third party. $337,750
1/7/25 Business associate hit with ransomware attack. $80,000
12/10/24 Health care clearinghouse data available through Google search. $250,000
10/31/24 Ambulance services hit with ransomware attack. $90,000
10/31/24 Plastic surgeons hit with ransomware attack. $500,000
10/17/24 Dentist office failed to provide timely access to records. $70,000
10/3/24 Hospital hit with ransomware attack. $240,000
9/26/24 Eye and Skin Center hit with ransomware attack $250,000
8/1/24 EMS provider failed to provide timely access to records. $115,200

Security Rule breaches make up majority of 
HIPAA settlements and have highest dollar values



HIPAA Enforcement

 Must self-report breaches of unsecured protected health info
− To affected individuals.
− To HHS.
− To media if breach involves > 500 persons.

 In future, individuals may recover portion of penalties or settlement.
− On 4/6/22, HHS issued notice soliciting input.  (87 FR 19833)

 Must sanction employees who violate HIPAA.
 Possible lawsuits by affected individuals or others.
 State attorney general can bring lawsuit.

− $25,000 fine per violation + fees and costs



HIPAA Security Rule



Privacy v. Security Rule

HIPAA PRIVACY RULE

• Applies directly to covered 

entities.

• Protects privacy of PHI.

• Patient rights.

• Administrative requirements.

• Breach in violation of privacy 

rule requires notice.

HIPAA SECURITY RULE

• Applies directly to

− Covered entities, and 

− Business associates.

• Protects electronic PHI (“ePHI”):

− Confidentiality

− Integrity

− Availability



Security Rule

• Conduct risk analysis
• Implement safeguards

− Administrative
− Technical
− Physical

• Execute business associate agreements 
(“BAAs”)

• Implement and maintain policies, 
procedures and documentation.

• Ensure workforce complies.
(45 CFR 164.301 et seq.)

Intended to protect ePHI:
• Confidentiality

− It remains confidential.
• Integrity

− It is accurate and reliable; 
has not been corrupted.

• Availability
− Can access and use it if 

needed.



Risk Analysis

• Must “conduct an accurate and thorough assessment of 

the potential risks and vulnerabilities to the 

confidentiality, integrity and availability of [ePHI]…” 

• Implement security measures sufficient to reduce risks 

and vulnerabilities to a reasonable and appropriate level.

• Periodically reevaluate analysis.

− No specific timeline.

− Consider new systems or equipment and mobile 

devices.
(45 CFR 164.308(a))

Failure to conduct or 

follow through with risk 

analysis is frequently 

cited by OCR to support 

penalties for security 

rule violations.



HHS Risk Assessment Tool
https://www.healthit.gov/topic/privacy-security-and-
hipaa/security-risk-assessment-tool



Safeguards

• Not technologically 

specific.

• Depends on--

− Size, complexity 

and capabilities of 

entity.

− Costs.

− Probability and 

criticality of risks 

to ePHI. 

Administrative 
Safeguards

Physical 
Safeguards

Technical
Safeguards

Standards

Implementation
Specifications

• Required
•Addressable

Standards Standards

Implementation
Specifications

• Required
•Addressable

Implementation
Specifications
•  Required
• Addressable
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Implementation Specifications

• “Required”:  implement the specification.

• “Addressable”: 

− Assess reasonableness of specification.

− If spec is reasonable, implement it.

− If spec is not reasonable, 

•  Document why it is not reasonable (e.g., size, cost, risk factors, 

etc.), and

• Implement alternative if reasonable.

• Must review and modify as needed.



Administrative Safeguards

• Security management process.
− Risk analysis (R)
− Sanction workforce members for violations (R)
− Regularly review system activity, e.g., audit logs, access reports, security 

incident tracking reports (R) 
• Assigned security responsibilities to appropriate person.
• Workforce security.

− Authorize and supervise workforce members who work with ePHI (A)
− Process to determine if workforce access is appropriate (A)
− Process to terminate access when it is no longer required (A)

(45 CFR 164.308(a)(1)-(3))



Administrative Safeguards

• Access management.
− Process to grant access to ePHI through, e.g., workstation, transaction, program, etc. 

(A)
− Establish, document, review and modify access as appropriate (A)

• Security awareness and training.
− Periodic security reminders and updates (A)
− Guard against, detecting and reporting malicious software (A)
− Monitor log-in attempts and reporting discrepancies (A)
− Create, change and safeguard passwords (A)

• Security incident procedures.
− Identify, respond to, and mitigate suspected or known security incidents and document 

appropriate response (R)
(45 CFR 164.308(a)(4)-(7))



Administrative Safeguards

• Contingency plan (e.g., for fire, vandalism, system failure, natural disaster, etc.)

− Data backup plan (R)

− Disaster recovery plan (R)

− Emergency mode operation plan (R)

− Testing and revision of contingency plan (A)

− Applications and data criticality analysis (A)

• Periodic evaluation of security rule compliance.
(45 CFR 164.308(a)(4)-(7))



Physical Safeguards

• Facility access controls
− Contingency operations that allow access to ePHI under disaster recovery 

and emergency mode operations (A)
− Safeguard against unauthorized access, tampering or theft (A)
− Control and validate person’s access based on role or function, including 

visitors (A)
− Document repairs and modifications to physical structures (e.g., hardware, 

walls, doors, locks, etc.)
• Workstation security, including safeguard access and restrict to authorized 

users.
(45 CFR 164.310(a)-(c))



Physical Safeguards

• Device and media controls, including processes re receipt, removal, and 

movement of hardware and electronic media.

− Process for final disposition of ePHI or hardware on which it is stored (R)

− Process for removing ePHI from media prior to re-use (R)

− Document movement of hardware and electronic medial and persons 

responsible for same (A)

− Create retrievable, exact copy of ePHI before movement of equipment.
(45 CFR 164.310(a)-(c))



Technical Safeguards

• Access controls.
− Assign unique name or number for identifying and tracking users (R)
− Emergency access procedures (R)
− Automatic logoff after predetermined time of inactivity (A)
− Encrypt and decrypt e-PHI (A)

• Audit controls that record and examine activity in info systems.
• Data integrity processes to protect against improper alteration or destruction of ePHI.

− Electronic mechanisms to corroborate that e-PHI has not been altered or destroyed in 
unauthorized manner (A)

• User authentication to verify that person seeking access to ePHI is the one authorized.
(45 CFR 164.312(a)-(d))



Technical Safeguards

• Transmission security to guard against unauthorized access to ePHI that is 

transmitted over electronic communications network.

− Integrity controls to ensure transmitted ePHI is not pimproperly modified 

without detection (A)

− Encrypt ePHI whenever deemed appropriate (A)
(45 CFR 164.312(a)-(d))



Encryption

• Encryption is an addressable standard per 45 CFR 164.312:

 (e)(1) Standard: Transmission security. Implement technical security measures 
to guard against unauthorized access to [ePHI] that is being transmitted over 
an electronic communications network.

 (2)(ii) Encryption (Addressable). Implement a mechanism to encrypt 
electronic protected health information whenever deemed appropriate.

• ePHI that is properly encrypted is “secured”.
− Not subject to breach reporting.

• OCR presumes that loss of unencrypted laptop, USB, mobile device is breach.
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Beware Mobile Devices
https://www.healthit.gov/topic/privacy-security-and-hipaa/your-
mobile-device-and-health-information-privacy-and-security



Communicating by 
E-mail or Text

• HIPAA Privacy Rule allows patient to request communications by alternative 

means or at alternative locations.

− Including unencrypted e-mail.
(45 CFR 164.522(b))

• Omnibus Rule commentary states that covered entity or business associate may 

communicate with patient via unsecured e-mail so long as they warn patient of 

risks and patient elects to communicate via unsecured e-mail to text.
(78 FR 5634)

• Does not apply to disclosures between your employees or providers.



Business Associates

 May disclose PHI to business associates if have valid business 
associate agreement (“BAA”).
 Covered entity  business associate
 Business associate  subcontractor business associate

(45 CFR 164.502)

 Failure to execute BAA = HIPAA violation
− May subject you to HIPAA fines.

 OCR settlement:  gave records to storage company without 
BAA:  $31,000 penalty.

− Based on OCR settlements, may expose you to liability for 
business associate’s misconduct.
 Turned over x-rays to vendor; no BAA:  $750,000.
 Theft of business associate’s laptop; no BAA:  $1,550,000.



Business Associates

BUSINESS ASSOCIATES

• Entities that create, receive, maintain, or 
transmit PHI on behalf of a covered entity 
(i.e., you want them to do something with 
your PHI) :

− E.g., IT vendor, billing company, 
consultant, accountant, attorney, data 
storage vendor, etc.

• Covered entities acting as business 
associates.

− E.g., medical directors, consultants, 
peer reviewers,  etc.

• Subcontractors of business associates.
(45 CFR 160.103)

NOT BUSINESS ASSOCIATES

• Members of covered entity’s workforce.
• Entities who do not handle PHI as part of their job duties.

− E.g., janitor, mailman, some vendors, etc.
• Entities that receive PHI to perform functions on their own 

behalf. 
− E.g., banks, third-party payors, etc.

• Other healthcare providers while providing treatment.
• Data transmission companies that do not routinely access PHI.

− E.g., entity is mere “conduit” of PHI.
• Members of an organized healthcare arrangement.
• Group of entities that provide coordinated care.
(See https://www.hollandhart.com/avoiding-business-associate-
agreements )



Business Associate Decision Tree
https://www.hollandhart.com/pdf/Business_Associate
_Decision_Tree.pdf

• See also 

https://www.hollandhart.com/avoiding-

business-associate-agreements 

https://www.hollandhart.com/avoiding-business-associate-agreements
https://www.hollandhart.com/avoiding-business-associate-agreements


HIPAA and Cloud Computing
https://www.hhs.gov/hipaa/for-professionals/special-topics/health-
information-technology/cloud-computing/index.html

“When a covered entity [or business 
associate] engages the services of a CSP 
to create, receive, maintain, or transmit 
ePHI (such as to process and/or store 
ePHI), on its behalf, the CSP is a 
business associate under HIPAA….  This 
is true even if the CSP processes or 
stores only encrypted ePHI and lacks an 
encryption key for the data….  As a 
result, the covered entity (or business 
associate) and the CSP must enter into 
a HIPAA-compliant business associate 
agreement (BAA), and the CSP is both 
contractually liable for meeting the 
terms of the BAA and directly liable for 
compliance with the applicable 
requirements of the HIPAA Rules.”



Business Associate Agreements

 BAAs must contain required terms.
− Pass limits to business associate 

and subcontractors
− Business associate is still subject to 

HIPAA even if there is no BAA.

 Beware business associate’s use of 
PHI for its own purposes, e.g.
 Product development
 Data aggregation, mining, 

tracking, etc.

• Establish permitted uses and disclosures.
• Require BA to—

− Use appropriate safeguards.
− Comply with security rule.
− Report improper uses, disclosures or security 

incidents.
− Execute subcontractor BAAs
− Patient access, amendment and accounting of 

disclosures.
− Provide access to HHS.

• Return PHI upon termination.
(45 CFR  164.314, -164.502(e) and 164.504(e))



OCR Sample BAA Language
https://www.hhs.gov/hipaa/for-professionals/covered-entities/sample-
business-associate-agreement-provisions/index.html



Liability for Acts of 
Business Associate or Subs

• May be liable for business associate’s acts 

if:

− Know of misconduct and fail to 

terminate BAA (45 CFR 164.504(e)(1)); or

− Business associate acts as your agent 

under federal common law of agency, 

e.g.,

• Contract terms and/or

• Right to control conduct, give 

directions, control details; 
(45 CFR 160.402(c), 164.504(e); 78 FR 5581-82) 

To minimize liability:
• Have BAA and include appropriate terms, e.g., 

− Confirm independent contractor status.
− Cooperate in responding to breach.
− Pay for cost of mitigation, defense, 

indemnification, etc.
− Cyberliability or breach insurance.

• Don’t exercise too much control over business 
associate.

• Respond promptly if you learn of breach or 
misconduct, including terminating BAA.



Documentation

• Implement written policies and procedures to comply with 
standards and specs.

• Maintain documentation in written or electronic form.
• Required

− Maintain documents required by security rule for 6 
years from later of creation or last effective date (R)

− Make documents available to persons responsible for 
implementing procedures (R)

− Review and update documentation periodically in 
response to environmental or operation changes 
affecting security of ePHI (R)

(45 CFR 164.316)
36



Security Rule Checklist

https://www.govinfo
.gov/content/pkg/CF
R-2024-title45-
vol2/pdf/CFR-2024-
title45-vol2-
part164.pdf

https://
www.hollandhart.
com/pdf/ HIPAA-
Security-Checklist-
HH.pdf



OCR Security Rule Guidance
https://www.hhs.gov/hipaa/for-
professionals/security/guidance/index.html

• Security Rule Papers
• Security 101 Series
• Guidance on each 

aspect
• Risk Analysis Resources
• OCR Cyber Awareness 

Newsletters
• NIST Publications
• FTC Guidance
• Video Training



OCR Security Series
https://www.hhs.gov/hipaa/for-
professionals/security/guidance/index.html
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HealthIT.Gov
https://www.healthit.gov/topic/privacy-security-and-
hipaa/health-it-privacy-and-security-resources-providers



HealthIT.Gov
https://www.healthit.gov/topic/privacy-security-and-
hipaa/health-it-privacy-and-security-resources-providers



HIPAA Security Rule:
Proposed Changes



HIPAA Proposed Security Rule

• Proposed rule published 1/6/25 (90 FR 898)
− “[I]n recent years, there has been an alarming growth in the number of breaches 

affecting 500 or more individuals reported to the Department, the overall 
number of individuals affected by such breaches, and the rampant escalation of 
cyberattacks using hacking and ransomware. The Department is concerned by 
the increasing numbers of breaches and other cybersecurity incidents 
experienced by regulated entities. We are also increasingly concerned by the 
upward trend in the numbers of individuals affected by such incidents and the 
magnitude of the potential harms from such incidents….”  (90 FR 900)

• If adopted, changes would generally take effective 180 days after final rule is 
published.  (90 FR 901)



HIPAA Proposed Security Rule

• Eliminates “addressable” standards; all standards are required.



Proposed Security Requirements:
Annual Requirements

• At least once every 12 months, each covered entity or business associate must:
− Review/update written inventory of devices containing ePHI and network 

map re flow of ePHI.
− Review/update written risk analysis addressing  elements specified in the 

rule.
− Review/update written risk management plan.
− Review and test policies and procedures re required standards.
− Review/update workforce sanctions policies.
− Review and test written policies re system activity reports.
− Review/update workforce security policies.



Proposed Administrative Safeguards

1. Technology asset inventory and network mapping
2. Risk analysis
3. Evaluation of changes and affect on ePHI
4. Patch management
5. Risk management
6. Workforce sanctions
7. Information system activity review
8. Assigned security responsibility
9. Workforce security
10. Access management
11. Security awareness training
12. Security incident procedures
13. Contingency plan
14. Compliance audit, including verification that business associate 

has complied.

Generally, must 
implement then review, 
update and/or test the 
policies and procedures at 
least once every 12 months



Proposed Physical Safeguards

1. Facility access controls
a. Contingency operations
b. Facility security plan
c. Access management and validation
d. Physical maintenance records
e. Maintenance

2. Workstation use
3. Workstation security
4. Technology asset controls, including disposal

a. Disposal
b. Media sanitization
c. Maintenance

Generally, must implement 
then review, update and/or 
test the policies and 
procedures at least once 
every 12 months



Proposed Technical Safeguards 

1. Access controls
a. Unique identification
b. Administrative and increased access privileges
c. Emergency access procedure
d. Automatic logoff
e. Log-in attempts
f. Network segmentation
g. Data controls

2. Encryption and decryption, 
3. Configuration management

a. Anti-malware protection
b. Software removal
c. Configuration
d. Network ports

Generally, must implement then 
review, update and/or test the 
policies and procedures at least 
once every 12 months



Proposed Technical Safeguards 

4. Audit trail and system log controls

a. Monitor and identify activity

b. Record real time activity

c. Retain records of activity

5. Integrity, i.e., protect from improper modification 

or destruction

6. Authentication

a. Info access management policies

b. Multi-factor authentication

7. Transmission security

Generally, must 

implement then review, 

update and/or test the 

policies and procedures at 

least once every 12 months



Proposed Technical Safeguards 

8. Vulnerability management

a. Vulnerability scanning

b. Monitoring

c. Penetration testing

d. Patch and update installation

9. Data backup and recovery

a. Data backup 

b. Monitor, identify and alert

c. Record success, failure and errors of backups

10. Information systems backup and recovery

Generally, must 

implement then review, 

update and/or test the 

policies and procedures at 

least once every 12 months 

and, in some cases, sooner.



Proposed Business Associate 
Standards

• In addition to usual BAA requirements, business associate must:

− Report activation of its contingency plan



HIPAA Proposed Security Rule Changes
https://www.hhs.gov/hipaa/for-professionals/security/hipaa-security-
rule-nprm/factsheet/index.html



“OCR recommends that health care providers, health plans, …  and business associates that are covered by 
HIPAA take the following steps to mitigate or prevent cyber-threats:
• Identify where ePHI is located in the organization, including how ePHI enters, flows through, and leaves 

the organization’s information systems.
• Integrate risk analysis and risk management into the organization’s business processes.
• Ensure that audit controls are in place to record and examine information system activity.
• Implement regular reviews of information system activity.
• Utilize mechanisms to authenticate information to ensure only authorized users are accessing ePHI.
• Encrypt ePHI in transit and at rest to guard against unauthorized access to ePHI when appropriate.
• Incorporate lessons learned from incidents into the organization’s overall security management process.
• Provide workforce members with regular HIPAA training that is specific to the organization and to the 

workforce members’ respective job duties.”



HIPAA and
Online Tracking Technologies



Online Tracking Concerns



HIPAA and Online Tracking
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-
online-tracking/index.html

Use of tracking technologies on websites and mobile 
apps may violate HIPAA, e.g.,
• Cookies
• Web beacons
• Tracking pixels
• Session replay scripts
• Fingerprint scripts
• IP addresses
• Geolocations

1. Does the data contain 
individually identifiable info 
that relates to past, present, 
or future health, healthcare 
or payment?

2. If so, does HIPAA permit the 
use or disclosure without 
patient authorization?



HIPAA and Online Tracking “On June 20, 2024, [a district court] 
issued an order declaring unlawful 
and vacating … the guidance to the 
extent it provides that HIPAA 
obligations are triggered in 
‘circumstances where an online 
technology connects (1) an 
individual’s IP address with (2) a visit 
to a[n] [unauthenticated public 
webpage] addressing specific health 
conditions or healthcare providers.’”  
See Am. Hosp. Ass’n v. Becerra, 2024 WL 
3075865 (N.D. Tex. June 20, 2024). 



HIPAA and Online Tracking

Comply with security rule when using or preventing tracking technologies.

• “OCR is prioritizing compliance with the HIPAA Security Rule in 

investigations into the use of online tracking technologies.”

• Include tracking technology in risk assessment.

• Include required administrative, technical and physical safeguards (e.g., 

encrypting ePHI; enable appropriate authentication; access controls; 

audits; etc.).  

Notify patients and OCR of breaches per breach reporting rule.
(https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html) 

https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html


Online Tracking Lawsuits



Breach Notification Rule 
(45 CFR 164.400 - .420)
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Breach Notification

 If there is “breach” of “unsecured PHI”,

− Covered entity must notify:

 Each individual whose unsecured PHI has been or reasonably 

believed to have been accessed, acquired, used, or disclosed.

 HHS.

 Local media, if breach involves > 500 persons in a state.

− Business associate must notify covered entity.
(45 CFR 164.400 et seq.)



“Breach” of Unsecured PHI

 Acquisition, access, use or disclosure of PHI in violation of privacy rule is presumed to 

be a breach unless the covered entity or business associate demonstrates that there is a 

low probability that the info has been compromised based on a risk assessment of the 

following factors:

− nature and extent of PHI involved;

− unauthorized person who used or received the PHI;

− whether PHI was actually acquired or viewed; and

− extent to which the risk to the PHI has been mitigated,

− unless an exception applies.

(45 CFR 164.402)



Not a “Breach” of Unsecured PHI

• Loss of “secured” data, e.g., properly encrypted.
• Incidental disclosure, i.e., disclosure that is incidental to permissible disclosure so 

long as covered entity implemented reasonable safeguards.
(45 CFR 164.502(a)(1)(iii))

• “Breach” defined to exclude:
− Unintentional acquisition, access or use by workforce member if made in good faith, 

within scope of authority, and PHI not further disclosed in violation of privacy rule.
− Inadvertent disclosure by authorized person to another authorized person at same 

covered entity, and PHI not further used or disclosed in violation of privacy rule. 
− Disclosure of PHI where covered entity has good faith belief that unauthorized person 

receiving info would not be able to retain info.
(45 CFR 164.402)



OCR Ransomware Guidance
https://www.hhs.gov/hipaa/for-
professionals/security/guidance/cybersecurity/ransomware-fact-
sheet/index.html

“When ePHI is encrypted as the result of 
a ransomware attack, a breach has 
occurred because the ePHI encrypted by 
the ransomware was acquired (i.e., 
unauthorized individuals have taken 
possession or control of the information), 
and thus is a “disclosure” not permitted 
under the HIPAA Privacy Rule.

Unless the covered entity or business 
associate can demonstrate that there is a 
“…low probability that the PHI has been 
compromised,” based on the factors set 
forth in the Breach Notification Rule, a 
breach of PHI is presumed to have 
occurred. The entity must then comply 
with the applicable breach notification 
provisions....”



OCR Ransomware Guidance
https://www.hhs.gov/hipaa/for-
professionals/security/guidance/cybersecurity/ransomware-fact-
sheet/index.html

• Preventing ransomware.
• Detecting ransomware.
• How to respond to 

ransomware.
• Evaluating if there is 

breach, including risk 
factors.



Change Cyberbreach
https://www.hhs.gov/hipaa/for-professionals/special-topics/change-
healthcare-cybersecurity-incident-frequently-asked-questions/index.html 

FAQs address items such as:
• Covered entities’ 

obligation to report the 
breach.

• Delegating breach 
reporting to its business 
associate (e.g., Change).

• Resolving breach 
notification with Change.



Cybersecurity



HHS Strategy Paper
https://aspr.hhs.gov/cyber/Documents/Health-Care-Sector-
Cybersecurity-Dec2023-508.pdf 

On 12/6/23, HHS published strategy for strengthening 
cybersecurity for healthcare industry.
1. Establish voluntary cybersecurity performance 

goals.
2. Provide resources to incentivize and implement 

cybersecurity practices.
3. Greater enforcement and accountability.

• Cybersecurity requirements for hospitals 
through Medicare/Medicaid.

• Update HIPAA Security Rule to include new 
cybersecurity rule requirements.

• Increase civil penalties.
• Increase resources for audits and investigation.

4. HHS to provide one-stop shop for healthcare 
cybersecurity resources.

Coming Soon?



HPH Cybersecurity Gateway
https://hphcyber.hhs.gov/ 



HHS Cybersecurity Performance Goals
https://hphcyber.hhs.gov/documents/cybersecurity-performance-
goals.pdf

Voluntary
• Essential 

goals
• Enhanced 

goals

1/24/24



NIST Cybersecurity Framework 2.0
https://www.nist.gov/publications/nist-cybersecurity-framework-20-
resource-overview-guide

2/26/24

Includes
• Risk assessment 

guidelines
• Risk management 

guidelines
• HIPAA security rule 

considerations



OCR Cybersecurity Guidance
https://www.hhs.gov/hipaa/for-
professionals/security/guidance/cybersecurity/index.html 

• Cybersecurity Resources
• Cybersecurity Newsletters

− Sanction policies (10/23)
− Authentication (6/23)
− Security rule incident procedures 

(10/22)
− Defending against common 

cyber attacks (3/22)
− Others

• Cyber incident response checklist
Sign up for OCR listserv at
https://www.hhs.gov/hipaa/for-
professionals/list-serve/index.html?language=es  

https://www.hhs.gov/hipaa/for-professionals/list-serve/index.html?language=es
https://www.hhs.gov/hipaa/for-professionals/list-serve/index.html?language=es


OCR Cybersecurity Resources
https://www.hhs.gov/about/news/2024/03/13/hhs-office-civil-rights-issues-
letter-opens-investigation-change-healthcare-cyberattack.html



OCR Cybersecurity Newsletter (10/24)
https://www.hhs.gov/hipaa/for-
professionals/security/guidance/cybersecurity-newsletter-october-
2024/index.html

Cautions against:
• Social engineering, e.g., 

• Phishing
• Smishing (texts)
• Baiting
• Deepfakes (AI 

cloning)
• Guidance for minimizing 

exposure
• HIPAA security rule 

compliance



Proposed Legislation:
HISAA?

Health Infrastructure Security 
and Accountability Act

HISAA would provide:
• Mandatory minimum 

cybersecurity standards for 
healthcare providers.

• Annual independent 
cybersecurity audits.

• HHS security audits.
• Top executives certify 

compliance annually.
• Eliminate statutory caps on 

HHS fines.
• Funded by user fees.



FTC and Data Security
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“When companies tell consumers they will safeguard their personal information, the FTC 
can and does take law enforcement action to make sure that companies live up these 
promises. The FTC has brought legal actions against organizations that have violated 
consumers’ privacy rights, or misled them by failing to maintain security for sensitive 
consumer information…”.



FTC Enforcement of 
Privacy and Security

FTC is using FTCA § 5 to go after 
entities for data security breaches.
• Bars unfair and deceptive trade 

practices, e.g., 
− Mislead consumers re security 

practices.
− Misusing info or causing harm 

to consumers.
(https://www.ftc.gov/news-
events/topics/protecting-consumer-privacy-
security/privacy-security-enforcement )



Beware

HIPAA NOTICE OF PRIVACY PRACTICES

• Usually prepared by 
privacy officer or 
compliance.

• Must contain required 
terms.

• Describes permissible 
uses and disclosures.

• Prohibits others.

WEBSITE PRIVACY TERMS

• Often prepared by 
marketing, website 
developer or IT without 
considering HIPAA 
implications.

• May purportedly allow uses 
or disclosures that are not 
permitted by HIPAA.

Compare



FTC Health Breach Notification Rule 
(HBNR)

• Requires vendors of personal health info to provide notice of 
breach to consumers and FTC.
− Generally, does not apply to entities covered by HIPAA 

(covered entities and business associates)
• Modified rule effective 7/29/24

− Confirms HBNR applies to health apps, online services, 
and other technologies not covered by HIPAA.

− “Breach of security” includes unauthorized acquisition 
of identifiable health info that occurs through data 
security breach or unauthorized disclosure.

− Modifies required content of notice of breach.
(16 CFR part 316; 89 FR 47028)

• GoodRx pays 
$1,500,000 for failing 
to report unauthorized 
disclosure of consumer 
health data to 
Facebook, Google, and 
others.

• Easy Healthcare 
(Premom ovulation 
tracking app) shared 
info with third parties, 
including AppsFlyer 
and Google.



State Data Privacy Laws 

Source:  Bloomberg 
Law, 
https://pro.bloomberglaw.
com/insights/privacy/state
-privacy-legislation-
tracker/#row-
66725b4d4cdd5 

Remember:  
HIPAA requires you to 

comply with more restrictive 
law, including state laws.

Many states have 
their own data 
privacy and/or 

breach 
notification laws.

https://pro.bloomberglaw.com/insights/privacy/state-privacy-legislation-tracker/#row-66725b4d4cdd5
https://pro.bloomberglaw.com/insights/privacy/state-privacy-legislation-tracker/#row-66725b4d4cdd5
https://pro.bloomberglaw.com/insights/privacy/state-privacy-legislation-tracker/#row-66725b4d4cdd5
https://pro.bloomberglaw.com/insights/privacy/state-privacy-legislation-tracker/#row-66725b4d4cdd5
https://pro.bloomberglaw.com/insights/privacy/state-privacy-legislation-tracker/#row-66725b4d4cdd5


State Data Privacy Laws 

• Beware telehealth and other 

situations in which you may be 

subject to laws in other states.

• Remember HIPAA requires that 

you comply with the most restrict 

laws.

Source:  https://www.securescan.com/articles/records-
management/data-privacy-laws-and-compliance/ 

https://www.securescan.com/articles/records-management/data-privacy-laws-and-compliance/
https://www.securescan.com/articles/records-management/data-privacy-laws-and-compliance/


Additional Resources

83



OCR HIPAA Website
https://www.hhs.gov/hipaa/for-professionals/index.html



https://www.healthit.gov/sites/default/files/pdf/privacy/
privacy-and-security-guide.pdf



HTTPS://WWW.HOLLANDHART.COM/
HEALTHCARE 

Free content:
• Recorded 

webinars
• Client alerts
• White papers
• Other



Questions?

Kim C. Stanger
Office:  (208) 383-3913
Cell:  (208) 409-7907

kcstanger@hollandhart.com

mailto:kcstanger@hollandhart.com
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