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Today's Presenter

Kim Stanger is a partner in the Boise office of Holland & Hart LLP and
the chair of the firm’s Health Law Group. Mr. Stanger helps clients
navigate complex state and federal regulations and practical uses
facing the healthcare industry, including transactional, compliance,
and administrative matters.

)\ He is consistently named as one of the Best Lawyers in America® for
Kim C. Stanger Health Care Law by U.S. News and a Mountain States Super Lawyer.
He is a member of the American Health Law, Past President of the
ldaho Bar Association Health Law Section, and a frequent author and
speaker on health law-related issues.

Partner, Holland & Hart LLP
(208) 383-3913
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Disclaimer

This presentation is similar to any other legal education materials designed to
provide general information on pertinent legal topics. The statements made as
part of the presentation are provided for educational purposes only. They do not
constitute legal advice nor do they necessarily reflect the views of Holland & Hart
LLP or any of its attorneys other than the speaker. This presentation is not
intended to create an attorney-client relationship between you and Holland & Hart
LLP. If you have specific questions as to the application of law to your activities,

you should seek the advice of your legal counsel.
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Overview

OIG Compliance Guidance

Fraud and Abuse Issues
HIPAA and Data Privacy
— Reproductive Health Rule

Telehealth
Anti-Discrimination Rules

— Online Tracking Guidance

— Substance Use Disorder Rule — 1557
- Data Security — Rehab Act
- Info Blocking Rule Penalties — Conscience Rules
. TCPA - OSHA and Workplace Violence

Noncompetes

Artificial Intelligence (AI)
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CAUTION:

The Rules may change....

Federal courts are more willing
to question, limit, or invalidate
federal regulations.

o

Trump administration may
change or undermine existing

rules. /s Holland & Hart



OIG General Compliance Program
Cli[lefo]glel=

I

Submit a Complaint

/ 4’:\ U.S. Department of Health and Human Services
%/ Office of Inspector General

About OIG ~ Reports ~ Fraud ~ Compliance + Exclusions v Newsroom Careers ~ COVID-19 Portal

General Compliance Program Guidance

The General Compliance Program Guidance (GCPG) is a reference guide for the health

Watch for industry-specific
guidance.

General
Compliance
Program
Guidance

You may download the guidance in whole, or access individual sections below.

Download Complete Guidance

Individual Sections

November 2023

Overview of
Federal Laws
Elements of
Successful
Compliance
Program
Adaptions for Small
and Large Entities
Other Compliance
Considerations
OIG Resources and
Processes
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OIG Compliance Program Guidance:

Nursing Facilities

 In 11/24, OIG issued the Compliance

Program Guidance for Nursing

U.S. Department of Health and Human Services

Office of Inspector General FaCilitieS.
NURSING FACILITY + Available at
Industry Segment-Specific https://oig.hhs.gov/documents/complia

Compliance Program Guidance

nce/10038/nursing-facility-icpg.pdf.

November 2024
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DOJ Corporate Compliance Program

Guidance

- Updated 9/24/24.
- DOJ Evaluation of Corporate Compliance Program
— Risk assessment
— Policies and procedures
— Training and communication
— Confidential reporting and investigation
process
— Third party management
— Commitment by management
— Improvement, testing and review
— Analysis and remediation

— Others
(https://www.justice.gov/criminal/criminal -
fraud/page/file/937501/dl)

U.S. Department of Justice
Criminal Division
Evaluation of Corporate Compliance Programs

(Updated September 2024)

Introduction

The “Principles of Federal Prosecution of Business Organizations™ in the Justice Manual
describe specific factors that prosecutors should consider in conducting an investigation of a
corporation, determining whether to bring charges, and negotiating plea or other agreements. JM
9-28.300. These tactors include “the adequacy and effectiveness of the corporation’s compliance
program at the time of the offense, as well as at the time of a charging decision™ and the
corporation’s remedial efforts “to implement an adequate and effective corporate compliance
program or to improve an existing one.” JM 9-28300 (citing JM 9-28.800 and JM 9-28.1000).
Additionally, the United States Sentencing Guidelines advise that consideration be given to
whether the corporation had in place at the time of the misconduct an effective compliance
program for purposes of calculating the appropriate organizational criminal fine. See U.S.5.G. §§
8B2.1, BC2.5(f), and 8C2.8(11). Moreover, Criminal Division policies on monitor selection
instruct prosecutors to consider, at the time of the resolution, whether the corporation has made
significant investments in, and improvements to, its corporate compliance program and internal
controls systems and whether remedial improvements to the compliance program and internal
controls have been tested to demonstrate that they would prevent or detect similar misconduct in
the future to determine whether a monitor is appropriate.

This document is meant to assist prosecutors in making informed decisions as to whether,
and to what extent, the corporation’s compliance program was effective at the time of the offense,
and is effective at the time of a charging decision or resolution, for purposes of determining the
appropriate (1) form of any resolution or prosecution; (2) monetary penalty, if any: and
(3) compliance obligations contained in any corporate criminal resolution (e.g., monitorship or
reporting obligations).

i ]



https://www.justice.gov/criminal/criminal-fraud/page/file/937501/dl
https://www.justice.gov/criminal/criminal-fraud/page/file/937501/dl

Fraud and Abuse
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False Claims Act

“the United States alleged that the
compensation Community paid to its
) cardiologists, cardiothoracic surgeons,
/=y United States
-_-_:.-3 ) : vascular surgeons, neurosurgeons, and breast
&2 Attorney’s Office :
"/ Southern District of Indiana surgeons was well above fair market value,
that Community awarded bonuses to

physicians that were tied to the number of
their referrals, and that Community

Justice.gov > U.S. Attorneys > Southern District of India submitted claims to Medicare fOI" services
Million to Settle Alleged False Claims Act Violations that resulted from these un/awful referra/_g.”

About + News + Divisions Programs +

PRESS RELEASE

Community Health Network Agrees to Pay $345
Million to Settle Alleged False Claims Act Violations

T YI T X



False Claims Act

(FCA)

- Cannot knowingly submit a false claim for
payment to the federal govt, e.g.,
- Not provided as claimed
- Substandard care
- Failure to comply with applicable
regulations
- Must report and repay an overpayment
within the later of 60 days or date cost report

is due.
(31USC 3729; 42 USC 1320a-7a(a); 42 CFR 1003.200)

Penalties

- Repayment plus interest

- Civil penalty of $13,946* to $27,894* per claim

« Admin penalty $24,947* per claim failed to
return

- 3x damages

- Exclusion from Medicare/Medicaid

(42 USC 3729; 42 USC 1320a-7a(a); 42 CFR 1003.210; 45 CFR 102.3;
89 FR9766)

- Potential qui tam lawsuits
v' But see U.S. ex rel. Zafirov v. Florida Med.
Associates LLC (M. Dist. Fla. 9/30/24), holding
qui tam lawsuits as unconstitutional.

/s Holland & Hart



CMS Report and Repay Rule

REPORT AND REPAY RULE

- A person who has received an
overpayment must report and return the
overpayment by the later of:

— The date which is 60 days after the
date on which the overpayment was
identified; or

— The date any corresponding cost

report is due, if applicable.
(42 CFR 401.305)

NEW RULES

- Person has identified an overpayment if:
— Has actual knowledge of info; or
— Acts in deliberate ignorance or in

reckless disregard of truth of info.

(42 CFR 401.305(a)(2))
— Replaces “reasonable diligence” standard

- 60-day reporting period suspended for
up to 180 days during timely, good faith

investigation. (42 CFR 401.305(b))

— Replaces prior guidance that 6o days does not begin
to run until after identify and quantify overpayment.

/» Holland & Hart



HIPAA and Patient Privacy

+f PRIVATE AREA

Protected Health Info

\ PUBLIC NOT ALLOWED

/» Holland & Hart



HIPAA: Watch for new rule that will give

ClVll Pen(]lties individuals a portion of settlements or

penalties. (87 FR 19833 (4/6/22))
Conduct

Did not know and should not have
known of violation

S141* to $71,162* per violation

Up to $2,067,813* per type per year
No penalty if correct w/in 30 days
OCR may waive or reduce penalty

$1,379* to S$71,162* per violation
Up to $2,067,813* per type per year
No penalty if correct w/in 30 days
OCR may waive or reduce penalty

Willful neglect, S14,232* to $71,162* per violation

but correct w/in 30 days - Upto S2,067,813* per type per year
« Penalty is mandatory

S$71,162 to $2,134,831* per violation

Up to $2,134,831* per type per year

Penalty is mandatory

(45 CFR102.3, 160.404; 85 FR 2879) /¢ Holland & Hart

Violation due to reasonable cause

Willful neglect,
but do not correct w/in 30 days



Recent HIPAA Resolutions Top HIPAA Risks
https://www.hhs.gov/hipaa/newsroom/index.html 1. Cyberattacks

2. Security rule violations
3. Right of access violations

10/31/24  Ambulance services hit with ransomware attack.

10/31/24  Plastic surgeons hit with ransomware attack. $500,000
10/17/24  Dentist office failed to provide timely access to records. $70,000
10/3/24 Hospital hit with ransomware attack. $240,000
9/26/24 Eye and Skin Center hit with ransomware attack $250,000
8/1/24 EMS provider failed to provide timely access to records. $115,200
7/1/24 Health system hit with ransomware attack. $950,000
4L[1/24 Essex Residential Care failed to provide personal rep timely access to records. $100,000
3/29/24 Phoenix Healthcare failed to provide personal representatives timely access to records. $35,000
2/6/24 Montefiore Medical Center failed to protect against malicious insider selling info. $4,750,000
11/20/23  St.Joseph’s Medical Center disclosed PHI to news reporter. $80,000
10/31/23 Doctor’s Management Services hit by ransomware affecting 206,695 persons. $100,000

9/11/23 L.A. Care Plan failed to secure patient portal, perform risk analysis, and mailed ID cards $1,300,000
to wrong patients. Affected 2500+ persons.

8/24/23 UnitedHealthcare failed to timely provide copy of records. $80,000


https://www.hhs.gov/hipaa/newsroom/index.html

HIPAA
Reproductive Health Rule

/» Holland & Hart



‘ i HHS concerned about
disclosing RPHI if:
,,i' « Person seeks reproductive
# care in another state
- where it is legal.
WASHINGTON - Person seeksgcare that is
legal in same state, e.g.,
abortion in EMTALA case.

Abortion lllegal
Holland & Hart



HIPAA

Reproductive Health Rule

- Must comply by 12/23/24 unless rule is stayed or stricken by court.
- Applies to PHI re “reproductive health care”, i.e., “healthcare that that affects the
heath of an individual in all matters relating to the reproductive system and to its

functions and processes.”
(45 CFR160.103)

- If reproductive healthcare was legal, covered entities and business associates may not
use or disclose reproductive health care PHI (“RPHI”) for purposes of criminal, civil
or administrative liability or investigation for mere act of seeking, obtaining or

providing reproductive health care.
(45 CFR164.502(a)(5))
- Must obtain attestation from persons seeking RPHI for purposes of criminal, civil or

administrative investigation or liability to confirm purpose and legality.
FR 164.
(45 CFR164.509) /s Holland & Hart



Reproductive Health Rule:

Required Attestation

- Covered entity or - Uses or disclosures for health oversight activities.
(164.512(d))
- e.g., govt agencies, licensing, audits, etc.

- Disclosures for judicial and administrative
proceedings. (164.512(e))
~ e.g., court orders, subpoenas, warrants, etc.

business associate may
not use or disclose
reproductive care PHI for
these purposes without

first obtaining a required - Disclosures for law enforcement purposes.
attestation from the (164.512(1) . o
i — e.g., warrant, police request to locate victim or

person seeking the PHI. . . L

suspect, report crime on premises, report victim of

(45 CFR 164.509) :
crime, etc.
- Disclosures to coroners and medical examiners.
(164.512(g)(1))

/» Holland & Hart



Reproductive Health Rule:

Required Attestation

Valid attestation =

- Description of info requested, including name of patient whose info was sought or
description of class of such persons.

- Name or description of class of persons requested to make the disclosure.

- Statement that the use or disclosure is not for purpose prohibited by the rule, i.e.,
criminal, civil or administrative liability.

- Statement that person may be criminally liable under 42 USC 1320d-6 for improperly
obtaining or disclosing info in violation of HIPAA.

- Signature of person requesting disclosure.

- Does not contain additional elements.

- Generally, cannot be combined with other documents.
(45 CFR164.509(b)-(c)) /s Holland & Hart



Reproductive Health Rule:

OCR Model Attestation

-{* ﬁ Model Attestation for a Requested Use or Disclosure of Protected ¢ Ava].].ab].e at
o

Health Information Potentially Related to Reproductive Health Care

‘When a HIPAA covered entity’ or business associate® receives a request for protected health information [PHI)? . hd

potentially related to reproductive health care,* it must obtain a signed attestation that clearly states the requested use D S C WWW. S . go V S ]_ e S e
or disclosure is not for the prohibited purposes described below, where the request is for PHI for any of the following — -

pUrposes:

]
# Health oversight activities® *  Law enforcement” 1t/f l / d 1 —
# ludicial or administrative® » Regarding decedents, disclosures to au 1 e S mo e

proceedings coroners and medical examiners®

Prohibited Purpases. Covered entities and their business associates may not use or disclose PHI for the following tt t t d df
purpases: dLLESTAlION.pdl.

(1] Te conduct a criminal, civil, or administrative investigation into any person for the mere act of
seeking, obtaining, prowiding, or facilitating lawful reproductive health care.

(2] T impose criminal, civil, or administrative liability on any person for the mere act of seeking,
obtaining, providing, or facilitating lawful reproductive health care.

(3] To identify avy person for any purpose described in (1) or (2)°

The prohibition applies when the reproductive health care at issue (1) is lawful under the law of the state in
which such health care is provided under the ciroumstances in which it is provided, (2) is protected, required, or
authorized by Federal law, including the United States Constitution, under the dircumstances in which such
health care i provided, regardless of the state inwhich it s provided, or (3} is provided by another person and
presurmed lawful =

Model Instructions
Information for the Person Requesting the PHI

# By signing this attestation, you are verifying that you are not requesting PHI for a prohibited purpose
and acknowledging that criminal penalties may apply if untrue.™

#  You may not add content that is not required or combine this form with another docurment axcept
where another document is needed to support your statement that the requested dischosure is not for a
prohibited purpasa_* For example, if the requested PHI is potentially related to reproductive health care

that was provided by someone other than the covered entity or business associate from whom you are
requesting the PHI, you may submit a document that supplies information that demonstrates a /’ H OI I q n d & H q rt



https://www.hhs.gov/sites/default/files/model-attestation.pdf
https://www.hhs.gov/sites/default/files/model-attestation.pdf
https://www.hhs.gov/sites/default/files/model-attestation.pdf

In the meantime, HHS apparently

intends to enforce the Rule.

Podcasts

Media Guidelines for HHS
Employees

Hospital’s
disclosure of PHI
to patient’s
employer
exceeded
patient’s

authorization.
Hospital pays
$35,581 and
enters corrective
action plan.

FOR IMMEDIATE RELEASE
November 26, 2024

Contact: HHS Press Office

202-690-6343
media@hhs.gov

HHS Office for Civil Rights Settles with Holy
Redeemer Hospital Over Disclosure of Patient’s
Protected Health Information, Including
Reproductive Health Information

Settlement emphasizes the need to ensure the privacy of PHI, including reproductive health information

Today, the U.S. Department of Health and Human Services (HHS), Office for Civil Rights (OCR) announced a
settlement with Holy Redeemer Family Medicine (Holy Redeemer), a Pennsylvania hospital, concerning an alleged
violation of the Health Insurance Portability and Accountability Act of 1996 (HIPAA) Privacy Rule due to an
impermissible disclosure of a female patient’s protected health information, including information related to
reproductive health care. OCR enforces the HIPAA Privacy, Security, and Breach Notification Rules, which set forth the
requirements that covered entities (health plans, health care clearinghouses, and most health care providers) and
business associates must follow relating to the privacy and security of protected health information. The HIPAA
Privacy Rule establishes national standards to protect individuals’ medical records, requires appropriate safeguards
to protect the privacy of protected health information and sets limits and conditions on the uses and disclosures that

may be made of such information without an individual’s authorization, (such as disclosures for health oversight
activities or for law enforcement purposes), and gives individuals rights such as the ability to access their own
medical records.

OCR is sending a
message:

“OCR is committed
to ensuring the
privacy of lawful
reproductive health
care....”

/» Holland & Hart



Lawsuits Filed in Texas Federal Court

Texas v. HHS (ND Tex. 9/4/24) Purl v. HHS (ND Texas 10/21/24)

 Argues that HIPAA statute - Argues no statutory authority
doesn’t limit how covered for the rule and it is arbitrary
entities may share PHI with and capricious under the APA.

state govt investigators.

We will likely receive a preliminary decision before the

12/23/24 compliance date. Stay tuned...

/s Holland & Hart



OCR Education

oy

U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES
Office for Civil Rights

Final Rule December 5, 2024

°
P R 1 Compliance With Most Provisions of the HIPAA Privacy Rule to Support
o . . . .
Iress nelease Reproductive Health Care Privacy is Required by December 23, 2024
o F t Sh t On April 22, 2024, the U S Department of Health and Human Services, Office for Civil Rights announced a
aC ee final rule, entitled the HIPA4 Privacy Rule to Support Reproductive Heaith Care Privacy. The rule strengthens
prvacy protections for medical records and health information for individuals who are seeking, obtaining,
. . providing  or faalitating lawful reproductive health care.
- Webinar + Slides
Health Plans, health care clearinghouses, and most health care providers and business associates are required to
o be in compliance with most provisions of the final rule by December 23, 2024. In order to ensure the public
® MOdE]_ AtteStatlon and regulated entities understand their nghts and responsibilities, OCR has posted several documents and
videos on its website and ¥ ouTube channel including:
. . » Final Rule
- Social Media Resources ‘. PressRelease

» Fact Sheet (en espafiol)
» Director s message on Y ouTube (en espafiol )

o  Webinar
» Sodal Media Toolkat: HIPA A Privacy Rule to Support Reproductive Health Care Privacy - PDF | en
gspafiol - PDF

June 20, 2024, Presentation on Final Rule (Slides) - PDF

o Director’s message on A ttestation Compliance

» ForHIPAA Coversd Entities or Business Associates: Model Attestation for a Requested Use or
Disclosure of Protected Health Information Potentially Related to Reproductive Health Care — PDF




HIPAA and
Administrative Requests

/¢ Holland & Hart



HIPAA

Disclosures per Administrative Requests

- HIPAA allows disclosures for certain law enforcement requests, including but not limited to:
“(C) An administrative request for which response is required by law, including an
administrative subpoena or summons, a civil or an authorized investigative demand, or
similar process authorized under law, provided that:

(1) The information sought is relevant and material to a legitimate law enforcement
inquiry;

“(2) The request is specific and limited in scope to the extent reasonably practicable in
light of the purpose for which the information is sought; and

“(3) De-identified information could not reasonably be used.”
(45 CFR 164.512(f)(1)(C))

v’ Clarifies that “administrative request” exception only applies if the response is required by law, not
just because the agent requests the info.

/» Holland & Hart



HIPAA and
Online Tracking Technologies

/s Holland & Hart



Online Tracking Concerns

=0 FILU3 VL GG AT T3S IS a1 Iy T ST LTS T LR IT ST VY L U LU 1D LT Ia VY I WILT IUE T LU i i

The HIPAA Journal is ti
and indef

HIPAA News »  HIPAA Compliance Checklist

Become HIPAA Compliant »

Latest HIPAA Updates » HIPAA Training » About Us »

Mass General Brigham Settles ‘Cookies
Without Consent’ Lawsuit for $18.4 Million

Posted By Steve Alder on Jan 20, 2022

An $18 .4 million settlement has been approved that resolves a class action lawsuit against Mass General
Brigham over the use of cookies, pixels, website analytics tools, and associated technologies on several
websites without first obtaining the consent of website visitors.

The defendants in the case operate informational websites that provide information about the healthcare
services they provide and the programs they operate. Those websites can be accessed by the general
public and do not require visitors to register or create accounts.

The lawsuit was filed against Partners Healthcare System, now Mass General Brigham, by two plaintiffs -
John Dee and Jane Doe - who alleged the websites contained third party analytics tools. cookies, and
pixels that caused their web browsers to divulge information about their use of the Internet, and that the
information was transferred and sold to third parties without their consent.

w

Pixel Hunt

Facebook Is Receiving Sensitive
Medical Information from Hospital
Websites

Experts say some hospitals’ use of an ad tracking tool may vioclate a federal

Anson Chan

law protecting health information

A tracking tool installed on many hospitals® websites has been collecting

See our data here.

o |

patients’ sensitive health information—including details about their medical
conditions, prescriptions, and doctor’s appointments—and sending it to

Facebook.

On 33 of them we found the tracker, called the Meta Pixel, sending Facebook
a packet of data whenever a person clicked a button to schedule a doctor’s
appointment. The data is connected to an IP address—an identifier that’s like
a computer’s mailing address and can generally be linked to a specific
individual or household—creating an intimate receipt of the appointment

request for Facebook.

A Thived af Tawm Lammidala! IMalhaidan Cawmd Dadimmd Madka da



HIPAA and Online Tracking

https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-
online-tracking/index.html

U.S. Department of
-{C Health and Human Services Use of tracking technologies on websites and mobile
‘7 Enhancing the health and well-being of all Americans .
apps may violate HIPAA, e.g.,

About HHS Programs & Services Grants & Contracts Laws & Regulatior ® C o o ki e S

1. Does the data contain
* Web beacons individually identifiable info

Health Information Privacy ) .
* Tracking pixels that relates to past, present,
* Session replay scripts & ©f future he?alth, healthcare
. . . or payment:
* Fingerprint scripts :
A gerp P 2. If so, does HIPAA permit the
Al  © |P addresses

PR use or disclosure without
HIPAA for Professionals ° Geolocatlons patient authorization?

Regulatory Initiatives —

Filing a Complaint

Privacy

Security Use of Online Tracking Technologies by HIPAA Covered

preach Notification Entities and Business Associates

Compliance & Enforcement

Special Topics

On March 18, 2024, OCR updated this guidance to increase clarity for regulated entities and the public. / ’ H OI I q n d & H q rt
L~ fmm Em i, LS PR Vbbbt o —~—— P N N A N N ——d LM L L I | o . L T = | PR s

Patient Safety



HIPAA Gnd On“ne TrOCking “On June 20, 2024, [a district court]

issued an order declaring unlawful
and vacating ... the guidance to the
_/ U.S. Department of , extent it provides that HIPAA
W(C Health and Human Services blicati . qi
Enhancing the health and well-being of all Americans O Igatlons are trlggere In
‘circumstances where an online
technology connects (1) an
individual’s IP address with (2) a visit
to a[n] [unauthenticated public

About HHS Programs & Services Grants & Contracts Laws & Regulatior

Health Information Privacy

Filing a Compiaint webpage] addressing specific health
conditions or healthcare providers.”
HHS » HIPAAHome > For Professionals > Privacy > Guidance Materials See Am- Hosp- Assln V. Becerra, 2024 WL

3075865 (N.D. Tex. June 20, 2024).

HIPAA for Professionals
Regulatory Initiatives
Privacy

Security

Use of Online Tracking Technologies by HIPAA Covered

Breach Notification

Entities and Business Associates

+ + + +

Compliance & Enforcement



HIPAA and Online Tracking

v'Comply with security rule when using or preventing tracking technologies.

« “OCRis prioritizing compliance with the HIPAA Security Rule in
investigations into the use of online tracking technologies.”

- Include tracking technology in risk assessment.

- Include required administrative, technical and physical safeguards (e.g.,
encrypting ePHI; enable appropriate authentication; access controls;
audits; etc.).

v'Notify patients and OCR of breaches per breach reporting rule.

(https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html)

/» Holland & Hart
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Online Tracking Lawsuits

NC Health System Agrees to Pay $6.6M in
Web Tracking Case

Novant Health Is Among Latest Organizations Opting to Settle Patient Privacy Claims

IcGee (WHealthinfoSec) - January 16, 2024 &

= o = T GRS GG

i Get Permission

”llgngOIg The Capital's Community & News Service
1.9 Ul

M Small western lllinois hospitals
® face federal lawsuits over online FE=aSas
& tracking

Tri States Public Radio | By Jane Carlson
Published September 19, 2024 at 1:13 PM CDT

r

Possible Theories

* Negligence per se
based on violation of
statute

* Unfair or deceptive
trade practices acts

* Federal and state wire-
tapping laws

* Negligent
misrepresentation

* Invasion of privacy

* Breach of contract
* Others?

/» Holland & Hart



HIPAA

Proposed Privacy Rule Changes @gg%%]@

Proposed rule published 1/21/21; still waiting...
- Strengthens individual’s right of access.
— Individuals may take notes or use other personal devices to view and capture
images of PHI.
— Must respond to requests to access within 15 days instead of 30 days.
— Must share info when directed by patient.
— Additional limits to charges for producing PHI.
- Facilitates individualized care coordination.
- Clarifies the ability to disclose to avert threat of harm.
- Not required to obtain acknowledgment of Notice of Privacy Practices.

- Modifies content of Notice of Privacy Practices.

(86 FR 6446 (1/21/21))
/s Holland & Hart



42 CFR Part 2 Rules

47141354\

/s Holland & Hart



Substance Use Disorder Records

New rule:
 Issued 2/8/24.
- Effective 4/16/24.

- Enforced 2/16/26.
(89 FR12472)

Applies to:

- Federally assisted SUD
programs.

- Recipients of SUD records

S—

from such a program.

Aligns 42 CFR part 2 with HIPAA.

- HIPAA enforcement applies to Part 2 violations.

- Allows single consent for uses or disclosures for
treatment, payment or healthcare operations.

- HIPAA-covered entities and business associates
receiving SUD info under consent may use or
disclose consistent with HIPAA.

- Must provide HIPAA-like notice of privacy practices

(NPP) and update HIPAA NPP.
(42 CFR part 2)

/» Holland & Hart



OCR/SAMHSA Webinar

https://www.youtube.com/watch?v=F3Z2ZgCXpT4k

OCR and SAMHSA Release Webinar on the New Final Rule Modifying the Confidentiality Provisions for Substance Use Disorder Patient Records
® | € Reply | % ReplyAll | —> Forward (7 NS

OCR HIPAA Security Rule information distribution <OCR-SECURITY-LIST@LIST.NIH.GOV> on behalf of OS OCR Securitylist, OCR (HH5/0S) <OCRSecurityList@HHS
To OCR-SECURITY-LIST@LIST.NIH.GOV Tue 4/16/2024 2:12

Retention Policy Inbox 120 Days - Remove Items (4 months) Expires 8/14/2024

« SERVIC 1
\\h"\ Sk l'l',‘,['._,..b

%
¥,

U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES
Office for Civil Rights

Oy
O

‘}
&/

<« (\\: “F-"L?";r

April 16, 2024
OCR and SAMHSA Release Webinar on the New Final Rule Modifying the Confidentiality Provisions for Substance Use Disorder Patient Records

The U.S. Department of Health and Human Services (HHS) Office for Civil Rights (OCR) and the Substance Abuse and Mental Health Services Administration (SAMHSA) release a webinar recording on the new finalized modifications
to the Confidentiality of Substance Use Disorder (SUD) Patient Records regulations at 42 CFR Part 2 (“Part 2”), which protect the privacy of patients’ SUD treatment records.

The new Part 2 Final Rule increases coordination among providers treating patients for SUDs, strengthens patient confidentiality protections through civil enforcement, and enhances integration of behavioral health information

with other medical records to improve patient health outcomes.
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42 CFR part 2 Resources

HTTPS://WWW.SAMHSA.GOV/ABOUT-US/WHO-
WE-ARE/LAWS-
REGULATIONS/CONFIDENTIALITY-
REGULATIONS-FAQS

BE An official website of the United States government Here's by

. SAMH5A

you know v

B InCrisis? Callor Text988 >

Home Site Map Contact Us

= Substance Abuse and Mental Health Search SAMHSA.gov

Services Administration

Find Help Practitioner Training Public Messages nts Data Programs Newsroo Abo! Publications
Home »AboutUs »WhoWeAre »Laws and Regulations » Confidentiality Regulations FAQs H N Ep
. . . .
| Aboutus Substance Use Confidentiality Regulations
Who We Are The Disclosure of Substance Use Disorder Patient Records: How Do | Exchange Part 2 Data? (PDF |1.6 MB) fact
Leadership sheet describes how 42 CFR Part 2 applies to the electronic exchange of healthcare records with a Part 2 Program.

Regional Offces Applying the Substance Use Confidentiality
Offices and Centers Regulations

Laws and Regulations Substance Abuse and Mental Health Services Administration

U.S. Department of Health and Human Services
42 CFR Part 2 (REVISED)

Confidentiality Regulations FAQs

Listening Session Comments on
Substance Abuse Treatment
Confidentiality Regulations

In 2010, the HHS Substance Abuse and Mental Health Services Administration (SAMHSA) and the HHS Office of the
National Coordinator (ONC) published FAQs “Applying the Substance Abuse Confidentiality Regulations to Health
Information Exchange (HIE).” The 2010 FAQs are available at Applying the Substance Abuse Confidentialit;
Regulations to Health Information Exchange (HIE) (PDF | 381 KB).

Olmstead v. L.C. Resources

Data Strategy
These Frequently Asked Questions (FAQs) are for information purposes only and are not intended as legal advice.

Advisory Councils Specific questions regarding compliance with federal law should be referred to your legal counsel. State laws may

Strategic Plan also apply.

HTTPS://WWW.HHS.GOV/HIPAA/FOR-
PROFESSIONALS/SPECIAL-TOPICS/HIPAA-PART-
2/INDEX.HTML

/ U.S. Department of
Z_ Health and Human Services

| Q
Enhancing the health and well-being of all Americans
About HHS Programs & Services Grants & Contracts Laws & Regulat
Health Information Privacy N\

HIPAA for Individuals Filing a Complaint HIPAA for Professionals m

HHS > HIPAAHome > For Professionals > Special Topics > HIPAA and Part 2

HIPAA for Professionals -
- & @ X

Regulatory Initiatives

Privacy +
Security + HIPAA and Part 2
Breach Notification +
. On November 28, 2022, the U.S. Department of Health & Human Services, through the Office for Civil Rights (OCR) in
Compliance Enforcement i coordination with the Substance Abuse and Mental Health Services Administration (SAMHSA), issued a Notice of
I Special Topics - Proposed Rulemaking to revise the Confidentiality of Substance Use Disorder Patient Records regulations. The
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HIPAA and SUD Rules:
Notice of Privacy Practices

—
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HIPAA and SUD Rules:

Notice of Privacy Practices

- Reproductive Health Rule: modified NPP requirements to accommodate SUD Rule changes.
- SUD Rule: Covered entities creating or maintaining SUD records subject to Part 2 must
provide the notice to the patient as required by 42 CFR 2.22.
— Uses and disclosures.
— Patient rights.
— Covered entities’ duties.

- Other covered entities must update their NPP.

(45 CFR164.520(a)(2))

- Must comply by 2/16/26.

v'Check applicable requlations when drafting updated NPP.

v Watch for new NPP requirements when final HIPAA revisions are published.

v OCR plans to publish model NPP.
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HIPAA Priorities

- On10/23/24, HHS and NIST hosted conference, “Safeguarding Health
Information: Building Assurance Through HIPAA Security”.
- OCR identified priorities, including:
— Conduct and document appropriate risk analyses
— Obtain and maintain appropriate business associate agreements (BAAs)
— Provide patients and personal reps with timely access
— Implement appropriate access controls and info system activity review to
protect against and/or identify potential breaches
- Watch for new security rule requirements shortly.
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Data Security

Protection
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Cybersecurity

According to HHS: Causes of Healthcare Security Breaches
* 2018-22: 93% 2009 - 2024
increase in large o
breaches e0d
« 2018-22: 278% 500
increase in large 400
breaches from s
ransomware.
- 2023: 77% of large o PO —
breaches resulted o / e —
from hacking. 0 . Sel—

2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024
e 2023: Persons

affected by large . Hacking/IT Incident e |mproper Disposal Loss/ Theft Unauthorized Access/Disclosure
breaches increased  goyrce: The HIPAA Journal
60% to https://www.hipaajournal.com/healthcare-data-breach-statistics/

80,000,000.
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Costs of

Cybersecurity Lapse

=~ | HEALTH - Costs from:
echTa rge !anQ%ﬂECUFr{fElLIY Home News Features Interviews Pod o DEtECtion
PAA and Compliance Cybersecurity Cloud Mobile Patient Privacy Data Breaches Disaster Prepa = NOtifiC atiOIl

Learn more about Data Encryption in our HEALTH o POSt_breaCh response

TechTarget | ITSECURI

T — Lost business costs

R —
Highest cost across all industries.
Ransomware cost average of

Average Cost of Healthcare Data 25»130,00?- o
Breach Reaches $11M verage of 277 days from

detection to containment.
The cost of a healthcare data breach has soared 53% since 2020,

IBM's latest report revealed.

White Paper Library

Case studies, webcasts, eBooks and white papers all available now!
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Cyberattack on Mountain View Hospital still ongoing after two

Consider impact on: weeks
- Patient safety.
- Ability to function

ithout dat & | Logan Ram
with oo .. Change Healthcare cyberattack

compromised fallout continues

data. -
Inability to bill. Ess R}g;}ijealthcare, part of Optum, suffered a cyberattack in late

Damage to IT
infrastructure.
FTC or state law
violations.
Lawsuits.

Bad press.

() Published at 9:00 am, June 10, 2023 | Updated at 9:13 am, June 10, 2023

T T e

ChN pOlltICS SCOTUS Congress Facts First 2024 Elections

Cyberattack forces Ildaho hospital to send
ambulances elsewhere

e




Change Cyberbreach

https://www.hhs.gov/hipaa/for-professionals/special-topics/change-

healthcare-cybersecurity-incident-frequently-asked-questions/index.html

Change Healthcare Cybersecurity Incident

FAQs address items such as:
e Covered entities’

obligation to report the
Updated as of October 24, 2024 b reac h .

Frequently Asked Questions

1. Why did OCR issue the Dear Colleague letter about the Change Healthcare cybersecurity incident? Del egati nNg breach

A: Given the unprecedented magnitude of this cyberattack, its widespread impact on patients and health cars re pO rti ng to Its b usSIness

providers nationwide, and in the interest of patients and health care providers, OCR issued the Dear Colleagus a SSOCi ate (e g Ch a nge)
ey .

addressing the following:

Resolving breach
notification with Change.

* OCR confirmed that it prioritized and opened investigations of Change Healthcare and UnitedHealth Grou
focused on whether a breach of protected health information (PHI) occurred and on the entities’ complia
Health Insurance Portability and Accountability Act of 1996 (HIPAA) Rules. OCR did this because of the cybs
unprecedented impact on patient care and privacy.

* OCR’s investigation interests in other entities that partnered with Change Healthcare and UHG is secondar
would include those covered entities that have business associate relationships with Change Healthcare and B

and those organizations that are business associates to Change Healthcare and UHG.



HHS Strategy Paper

https://aspr.hhs.gov/cyber/Documents/Health-Care-Sector-
Cybersecurity-Dec2023-508.pdf

On 12/6/23, HHS published strategy for strengthening
cybersecurity for healthcare industry.
1. Establish voluntary cybersecurity performance

HEALTHCARE
SECTOR

CYBERSECURITY goals.
o 2. Provide resources to incentivize and implement
o T i P cybersecurity practices.

3. Greater enforcement and accountability.

- Cybersecurity requirements for hospitals
through Medicare/Medicaid.

- Update HIPAA Security Rule to include new
cybersecurity rule requirements.

- Increase civil penalties.

- Increase resources for audits and investigation.

. HHS to provide one-stop shop for healthcare

cybersecurity resources.

Coming Soon?
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Recent HIPAA Resolutions

https://www.hhs.gov/hipaa/newsroom/index.html

12/10/24  Health care clearinghouse data available through Google search. $250,000
10/31/24  Ambulance services hit with ransomware attack. $90,000
10/31/24  Plastic surgeons hit with ransomware attack. $500,000
10/17/24  Dentist office failed to provide timely access to records. $70,000
10/3/24 Hospital hit with ransomware attack. $240,000
9/26/24 Eye and Skin Center hit with ransomware attack $250,000
8/1/24 EMS provider failed to provide timely access to records. $115,200
7/1/24 Health system hit with ransomware attack. $950,000
4L]1/24 Essex Residential Care failed to provide personal rep timely access to records. $100,000
3/29/24 Phoenix Healthcare failed to provide personal representatives timely access to records. $35,000
2/6/24 Montefiore Medical Center failed to protect against malicious insider selling info. $4,750,000
11/20/23  St.Joseph’s Medical Center disclosed PHI to news reporter. $80,000
10/31/23  Doctor’s Management Services hit by ransomware affecting 206,695 persons. $100,000
9/11/23 L.A. Care Plan failed to secure patient portal and mailed ID cards to wrong patients. $1,300,000

8/24/23 UnitedHealthcare failed to timely provide copv of records. S$80,000


https://www.hhs.gov/hipaa/newsroom/index.html

HPH Cybersecurity Gateway

https://hphcyber.hhs.gov/

Welcome to
wd Health & Human Services

HPH Cybersecurity Gateway —
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Connecting the Healthcare and Public Health (HPH) Sector with specialized healthcare specific ’ HF—
cybersecurity information & resources from across the U.S. Department of Health and Human —%— %
Services and other federal agencies. '

—_

v" HPH

v Cybersecurity
v' Performance
v Goals

Questions?
h Contact Us!
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HHS Cybersecurity Performance Goals

https://hphcyber.hhs.gov/documents/cybersecurity-performance-
goals.pdf

h

> 1/24/24
a A b

nce Goals,.

-

Voluntary
- Essential

s oals
The Department of Health and Human Services (HHS) helps the Healthcare and Public Health (HPH) critical infrastructure secto g
threats, adapt to the evolving threat landscape, and build a more resilient sector. As outlined in the HHS Healthcare Sector Cybe

publishing these voluntary healthcare specific Cybersecurity Performance Goals (CPGs) to help healthcare organizations prio o E I l I l a l l C e d

cybersecurity practices.

strengthen cyber preparedness, improve cyber resiliency, and uliimately protect patient health information and safety. They were
and informed by common industry cybersecurity frameworks, guidelines, best practices, and strategies (e.g., Healthcare Industry
Institute of Standards and Technology (NIST) Cybersecurity Framework,Healthcare and Public Health Sector Cybersecurity Fram
the National Cyb curity Strategy). The HPH CPGs directly address common attack vectors against U.S. domestic hospitals as i

Resiliency Landscape Analysis.
Download CPGs @ Launch Tour ﬁ

These CPGs are a voluntary subset of cybersecurity practices that healthcare organizations, and healthcare delivery organizatio go al S




NIST Cybersecurity Framework 2.0

https://www.nist.gov/publications/nist-cybersecurity-framework-20-
resource-overview-guide h

2/26/24

ler Search NIST
PUBLICATIONS

NIST Cybersecurity Framework 2.0: Resource & Overview
Guide

Published: February 26, 2024

Includes
Author(s) « Risk assessment

Kristina Rigopoulos, Stephen Quinn, Cherilyn Pascoe, Jeffrey Marron, Amy Mahn, Daniel Topper guidelines

Abstract Risk management

The NIST Cybersecurity Framework (C5F) 2.0 can help organizations manage and reduce their cybersecurity risks as they sta o o
outlines specific outcomes that organizations can achieve to address risk. Other NIST resources help explain specific actions gU]_de]_]_ne S

guide is a supplement to the NIST CSF and is not intended to replace it. °
HIPAA security rule

Citation: Special Publication (NIST SP) - NIST SP 1299

Report Number: NIST 5P 1299 ConSiderationS

NIST Pub Series: Special Publication (NIST 5P)

Pub Type: MIST Pubs

Download Paper



OCR Cybersecurity Guidance

https://www.hhs.gov/hipaa/for-
professionals/security/guidance/cybersecurity/index.html

{@Eﬁiﬁiﬁ‘iﬁﬁﬁuman Services | - Cybersecurity Resources
e ——— . Cybersecurity Newsletters
— Sanction policies (10/23)

About HHS Programs & Services Grants & Contracts Laws & Regulations

Health Information Privacy

Ermasmes—mam  Avthentication (6/23)

— Security rule incident procedures
R . (10/22)
-+ — Defending against common
Security - Cyber Security Guidance Material
Summary of the Security Rule Cyber attaCkS ( 3/22)
Security Guidance In this section, you will find educational materials specifically designed to give HIPAA covere d entities and business
Cyber Security Guidance associates insight into how to respond to a cyber-related security incidents. . Othe rS

HHS > HIPAA Home > For Professionals » The Security Rule > Security Rule Guidance Material > Cyber Security Guidance Material

St CTR s A - Cyber incident response checklist

https://www.hhs.gov/hipaa/for-
professionals/list-serve/index.html?language=es
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OCR Cybersecurity Resources

https://www.hhs.gov/about/news/2024/03/1 3/hhs-office-civil-rights-issues-

letter-opens-investigation-change-healthcare-cyberattack.html

P

* OCRHIPAA Security Rule Guidance Material - This webpage provides educational materials to learn more about the
HIPAA Security Rule and other sources of standards for safeguarding electronic protected health information.
Materials include a Recognized Security Practices Video, Security Rule Education Paper Series, HIPAA Security Rule
Guidance, OCR Cybersecurity Newsletters, and more.

* OCRVideo on How the HIPAA Security Rule Protects Against Cyberattacks (' - This video discusses how the HIPAA
Security Rule can help covered entities and business associates defend against cyberattacks. Topics include breach

trends, common attack vectors, and findings from OCR investigations.

* QCRWebinar on HIPAA Security Rule Risk Analysis Requirement (4 - This webinar discusses the HIPAA Security Rule
requirements for conducting an accurate and thorough assessment of potential risks and vulnerabilities to electronic
protect health information and reviews common risk analysis deficiencies OCR has identified in its investigations.

* HHS Security Risk Assessment Tool - This tool is designed to assist small- to medium-sized entities in conducting an
internal security risk assessment to aid in meeting the security risk analysis requirements of the HIPAA Security Rule.

* Factsheet: Ransomware and HIPAA - This resource provides information on what is ransomware, what covered
entities and business associates should do if their information systems are infected, and HIPAA breach reporting
requirements.

e Healthcare and Public Health (HPH) Cybersecurity Performance Goals - These voluntary, health care specific
cybersecurity performance goals can help health care organizations strengthen cyber preparedness, improve cyber

resiliency, and protect patient health information and safety. /’ HO"Qnd & Hc".t




OCR Cybersecurity Newsletter (10/24)

https://www.hhs.gov/hipaa/for-

professionals/security/guidance/cybersecurity-newsletter-october-

2024/index.html

Cautions against:
e Social engineering, e.g.,
* Phishing
* Smishing (texts)
Baiting

Deepfakes (Al
cloning)
e Guidance for minimizing
exposure
* HIPAA security rule
compliance

October 2024 OCR Cybersecurity Newsletter

Social Engineering: Searching for Your Weakest Link

Cyber threats targeting individuals often take the form of social engineering, where attackers attempt to convince
someone to engage in actions or reveal information that can put themselves and their organizations at risk. Social
engineering is an attempt to trick someone into revealing information (e.g., a password) that can be used to attack
systems or networks or taking an action (e.g., clicking a link, opening a document).! Between 2019 and 2023 large
breaches (i.e., breaches of unsecured protected health information (PHI) involving 500 or more individuals) reported
to the HHS Office for Civil Rights (OCR) as a result of hacking or IT incidents increased 89%.2 Cybersecurity is often
framed solely as a technology issue where protection can be provided by simply purchasing the newest security tool.
But according to a recent report, 68% of breaches involved attacks on humans, not technology.>

Social engineering attackers attempt to manipulate their targets by using an ever-evolving arsenal of technology and
deceit. Such attacks can take many forms including emails, texts, calls, or even videos that appear to be from trusted
individuals, companies, or institutions. Using such manipulative techniques can often bring an attacker quicker and
easier success than attempting to breach an organization’s cyber defenses. In short, social engineering is so prevalent
because it works. The end game for social engineering attackers is varied. Attackers could be seeking money, to
disrupt an organization’s operations, or to gain access to sensitive information. This newsletter discusses common
social engineering threats and how individuals and HIPAA regulated entities can defend against them.

Phishing is one of the most frequent social engineering attacks. A phishing attack attempts to trick individuals into
providing sensitive information electronically. This is most often accomplished through the use of email where the
attacker sends an email purporting to be from a trustworthy source, for example, an organization’s HR department, a



Proposed Legislation:
HISAA

HISAA would provide:

Mandatory minimum

cybersecurity standards for

healthcare providers.

* Annual independent
cybersecurity audits.

e HHS security audits.

* Top executives certify
compliance annually.

e * Eliminate statutory caps on
HISAA: New Federal Law Introduced That ~ “URRENTFL HHS fines.
Would Create Significant New Funded by user fees.
Cybersecurity Requirements for HIPAA PUBLIC NOSicE
Covered Entities and Business Associates SUSINESS SALE

by: Allen R. Killworth of Epstein Becker & Green, P.C. - Health Law Advisor /’ HO"Qnd & qut

CZINATIONAL LAW REVIEW

E  ABOUT THE NLR

QUICK LINKS NLR NEWSLETTERS  TRENDING LAWNEWS  CAREER CENTER

Health Infrastructure Security
and Accountability Act




FTC and Data Security

= yNITED STATES

FEDERAL
TRADE
COMMISSION

BUILDING
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Contact | Stay Connected | Privacy Policy | FTC en espaiiol

FEDERAL TRADE COMMISSION

PROTECTING AMERICA’S CONSUMERS

ABOUT THE FTC NEWS & EVENTS ENFORCEMENT POLICY TIPS & ADVICE | WOULD LIKE TO...

Home » News & Events » Media Resources » Protecting Consumer Privacy and Security » Privacy and Security Enforcement

Protecting Consumer Privacy and Security Enforcement

Privacy and Security
PRIVACY AND SECURITY ENFORCEMENT

When companies tell consumers they will safeguard their personal information, the FTC can and does take law
enforcement action to make sure that companies live up these promises. The FTC has brought legal actions against
organizations that have violated consumers’ g Eaisled them by failing to maintain security for sensitive

FTC POLICY WORK

P PRIVACY AND SECURITY
o ENFORCEMENT

FINANCIAL PH ed the
: : . . . . . r affectin
ﬂ NOERLHIZEC “\When companies tell consumers they will safeguard their personal information, the FTC pmacy 2

can and does take law enforcement action to make sure that companies live up these
promises. The FTC has brought legal actions against organizations that have violated

consumers’ privacy rights, or misled them by failing to maintain security for sensitive
consumer information...”.

> BLOG POSTS

L b PUBLIC EVENTS



FTC Enforcement of

Privacy and Security

FTC is using FTCA § 5 to go after
entities for data security breaches.

- Bars unfair and deceptive trade
practices, e.g.,
— Mislead consumers re security
practices.

— Misusing info or causing harm
to consumers.

(https://www.ftc.gov/news-
events/topics/protecting-consumer-privacy-
security/privacy-security-enforcement )

Facebook, Inc., In the Matter of (November 7, 2024 )

Marriott International, Inc. and Starwood Hotels & Resorts Worldwide, LLC, In
the Matter of (October 9, 2024 )

Verkada Inc., U.S. v. (August 30, 2024 )

FTC v Kochava, Inc. (July 15, 2024 )

NGL (July 9, 2024 )

Avast (June 26, 2024)

Monument, Inc., U.S. v. (June 7, 2024 )
Cerebral, Inc. and Kyle Robertson, U.S. v. (May 31, 2024 )
Blackbaud, Inc. (May 20, 2024 )

BetterHelp, Inc., In the Matter of (May 6, 2024 )
Aqgua Finance (May 1, 2024 )

InMarket Media, LLC (May 1, 2024 )

Ring, LLC (April 23, 2024 )

X-Mode Social, Inc. (April 11, 2024 )

Rite Aid Corporation, FTC v. (March 8, 2024 )
Global Tel Link Corporation (February 23, 2024 )
Epic Games, In the Matter of (January 10, 2024 )
CafePress, In the Matter of (January 10, 2024 )

TransUnion Rental Screening Solutions, Inc. and Trans Union, LLC., FTC and
CFPB v. (October 20, 2023)

TruthFinder, LLC, FTC v. (October 11, 2023 )



FTC Health Breach Notification Rule

GLEINR

* GoodRx pays
$1,500,000 for failing
 Requires vendors of personal health info to provide notice of to report unauthorized

breach to consumers and FTC. disclosure of consumer
— Generally, does not apply to entities covered by HIPAA health data to
(covered entities and business associates) Facebook, Google, and

others.
Easy Healthcare
(Premom ovulation

- Modified rule effective 7/29/24

— Confirms HBNR applies to health apps, online services,
and other technologies not covered by HIPAA.

— “Breach of security” includes unauthorized acquisition

tracking app) shared

info with third parties,
of identifiable health info that occurs through data including AppsFlyer

security breach or unauthorized disclosure. and Google.

— Modifies required content of notice of breach.
(16 CFR part 316; 89 FR 47028)
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State Data Privacy Laws

U.S. states with consumer data privacy laws f;’;rce- Bloomberg
https://pro.bloomberglaw.
com/insights/privacy/state
-privacy-legislation-
tracker/#row-
66725b4d4cdd5

Remember:

HIPAA requires you to
comply with more restrictive
law, including state laws.

/» Holland & Hart

® Comprehensive privacy law ® Narrow privacy law © Other applicable law


https://pro.bloomberglaw.com/insights/privacy/state-privacy-legislation-tracker/#row-66725b4d4cdd5
https://pro.bloomberglaw.com/insights/privacy/state-privacy-legislation-tracker/#row-66725b4d4cdd5
https://pro.bloomberglaw.com/insights/privacy/state-privacy-legislation-tracker/#row-66725b4d4cdd5
https://pro.bloomberglaw.com/insights/privacy/state-privacy-legislation-tracker/#row-66725b4d4cdd5
https://pro.bloomberglaw.com/insights/privacy/state-privacy-legislation-tracker/#row-66725b4d4cdd5

State Data Privacy Laws
in Legislative Process

US State Privacy Legislation Tracker 2024 Sournce: ’
e International Ass’n
of Privacy
statute/bill in Professionals,
legislative process __ https://iapp.org/resources
B introduced = [article/us-state-privacy-

B in committee legislation-tracker/

In cross chamber

In cross committee

Passed

B signed
I Inactive bills

No comprehensive
bills introduced

) Last updated 17 June 2024

/s Holland & Hart
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Information Blocking Rule
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Info Blocking Rule

- Applies to “actors”
— Healthcare providers.

— Developers or offerors of
certified health IT.

- Not providers who develop
their own IT.

— Health info network/exchange.

(45 CFR171.101)

- Prohibits info blocking, i.e.,
practice that is likely to interfere
with access, exchange, or use of
electronic health info, and

- Provider: knows practice is
unreasonable and likely to
interfere.

- Developer/HIN/HIE: knows or
should know practice is likely to

interfere.
(45 CFR 171.103)

/» Holland & Hart



Info Blocking Rule

Penalties
DEVELOPERS, HIN, HIE HEALTHCARE PROVIDERS
- Complaints to OIG . Final rule issued 6/24/24:
— https://inquiry.healthit.gov/su — Hospitals: loss of status as
pport/plugins/servlet/desk/po meaningful user of EHR
rtal/6 — Providers: loss of status as
— 0OIG Hotline meaningful user under MIPS
- Civil monetary penalties of up to — ACOs: ineligible to participate.
$1,000,000 per violation > Loss of federal payments.
(42 CFR1003.1420)

/» Holland & Hart



Info Blocking Rule Guidance
https://www.healthit.gov/topic/information-blocking

HealthiT.gev

HealthlT.gov > Topics > Information Blocking

Information Blocking

Most clinical information is digitized, accessible, and shareable thanks
to several technology and policy advances making interoperable,
electronic health record systems widely available. In 2016, the 21st
Century Cures Act (Cures Act) made sharing electronic health
information the expected norm in health care by authorizing the
Secretary of Health and Human Services (HHS) to identify "reasonable
and necessary activities that do not constitute information blocking."
ONC's 2020 Cures Act Final Rule established information blocking
exceptions to implement the law.

TOPICS v BLOG NEWS v DATA ABOUT ONC v

What Is Information Blocking and to




Hospital Price Transparency Rules

/» Holland & Hart



Hospital Price Transparency Rules

8.  U.S. Department of Health and Human Services

N/ Office of Inspector General I  Sseincomsinin

About 0IG + Reports + Fraud « Compliance + Exclusions + Newsroom + Careers v

Home > Reports and Publications » All Reports and Publications > 2024 > Not All Selected Hospitals Complied With the Hospital Pr...

OIG Report:

Not All Selected Hospitals Complied With the * 34/100 hospitals are
Hospital Price Transparency Rule noncompliant.

Recommends CMS
implement
enforcement
mechanisms.

Issued on 11/05/2024 | Posted on 11/08/2024 | Report number: A-07-22-06108

Report Materials

[ Full Report (PDF, 2.2 MB)

[® Report Highlights (PDF, 333.0 KB)

/» Holland & Hart



Hospital Price Transparency

- Hospital must publish list of
the hospital’s “standard
charges”.

— See regulations for
specifics.
- Must be posted through
hospital’s website.

- Must update at least annually.

(45 CFR 180.70)

68

Penalties
- Written warning, corrective action plan, fines
- Increased penalties
— Small hospitals (<30 beds)
- Maximum of $300 per day
— Large hospitals (>30 beds)
- Minimum of S10 per bed per day, and
- Maximum of $5,500 per day.

— Range of $109,500 to $2,007,500 per year

(45 CFR 180.70-.90; CMS Fact Sheet,
https://www.cms.gov/newsroom/press-releases/cms-oppsasc-
final-rule-increases-price-transparency-patient-safety-and-
access-quality-care)

/» Holland & Hart
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Price Transparency:

Enforcement

Hospital price
transparency

| Enforcement actions

15 reported actions at

https.//www.cms.gov/priorities/ke
y-initiatives/hospital-price-
transparency/enforcement-actions

Penalties range from $56,940 to
$979,000.

In most cases, appears CMS sent
warning letter first.

Below is a list of civil monetary penalty (CMP) notices issued by CMS.

Enforcement Actions

Date Action CMP Effective
Taken e Amount Date
2022-06-07 Northside Hospital Atlanta $883,180.00 2021-09-02
2022-06-07 Northside Hospital Cherokee $214,320.00 2021-09-09
2023-04-19 Frisbie Memorial Hospital $102,660.00 2022-10-24
2023-04-19 Kell West Regional Hospital Under Review * 5117.260.00 2022-07-08
2023-07-20 Falls Community Hospital &Clinic $70,560.00 2023-01-06
2023-07-20 Fulton County Hospital Under Review * $63,900.00 2022-12-22
2023-07-24 Community First Medical Center Under Review * 5847740.00 2022-06-22
2023-08-22 Hospital General Castaner Under Review * $101,400.00 2022-09-19
2023-08-22 Samaritan Hospital - Albany Memorial Campus Under 556,940.00 2023-06-06

Review *

Feedback



https://www.cms.gov/priorities/key-initiatives/hospital-price-transparency/enforcement-actions
https://www.cms.gov/priorities/key-initiatives/hospital-price-transparency/enforcement-actions
https://www.cms.gov/priorities/key-initiatives/hospital-price-transparency/enforcement-actions

https:

Regulations

FAQs

Technical guidance
Updated sample
formats

Quick reference
checklist

Sample corrective
action plan
response

Price Transparency Resources

www.cms.gov/hospital-price-transparency/hos

Homa | About CMS | Mewsroom | Archive | 8 Help &) Primt

CMS.gov

Centers for Medicare & Medicaid Services

Medicare-Medicakd Private Innavation Regulations & Ressarch, Statistics, Owtreach &

Medicare  Medicald/CHIP Ceordinatien Insurance Center Guidance Dwtn & Systems Education

Home » Hospial Price Transpaency

Hospital Price Transparency

Hospital price ranspanency helps Americans know the cost of a hospétal item or sendice before receiving it Starting January 1, 2021, each
nospital operating in the United States will be required o provede clear, accessible pricing information online about the B2ms and senvices they

provide in bao wanys:

1. A3 3 comprehensive machine-readabie file with all [ems and Senices.

2. In a display of shoppable sendces in 3 consurmer-Iriendly format.

Thits mformalion will make i easier fof consimers 1o shop and companr: prices acioss hospitals and estimale the oost of care belohe goindg D the


https://www.cms.gov/hospital-price-transparency/hospitals

Telephone Consumer Protection
Act (TCPA)

/s Holland & Hart



Telephone Consumer

Protection Act (TCPA)

Generally prohibits: Penalties
- Using automatic phone dialing system (‘“robo- - Recipient of more than 1 call
call”) to call a hospital emergency line or guest within prior 12-month period
room, cell phone, or other line if recipient is may sue for:
charged for call. — Actual damages or $500
- Robo-calling or using pre-recorded voice to per call, whichever is
deliver message unless: greater.
— Emergency, - State AGs may sue.
— Have prior written consent, (47 USC 227)

— Have consent if made by tax-exempt
nonprofit organization, or

— “health care” message by HIPAA-covered
entity or business associate.

(47 USC 227; 47 CFR 64.1200) /s Holland & Hart

2



TCPA:

Healthcare Message Exception

- Exception only applies to three types of calls by a healthcare provider or its business
associates without a patient’s prior authorization:
— calls to describe a health-related product or service that is provided by the covered
entity making the communication;
— calls for treatment of the individual (e.g., appointment reminder; prescription refill
reminders; etc.); and

— calls for case management or care coordination for the individual, or to direct or
recommend alternative treatments, therapies, health care providers, or settings of
care to the individual.

- For healthcare calls, must limit to no more than 1 call per day up to 3 calls per week.

(47 CFR 64.1200; https://www.ftc.gov/business-guidance/resources/complying-telemarketing-sales-rule#healthcare)

/» Holland & Hart


https://www.ftc.gov/business-guidance/resources/complying-telemarketing-sales-rule#healthcare

Telephone Consumer Protection Act

(TCPA)

Effective 4/11/25:

— Consumers may revoke consent to robocalls and robotexts “in any reasonable
manner” — including use of the words: stop, quit, end, revoke, opt out,
cancel, or unsubscribe.

— Callers must honor do-not-call and revocation requests ‘“as soon as
practicable” — no later than 10 business days after the request.

— Text-senders may send one text message in response to a revocation request

confirming or clarifying the scope of the request within five minutes.
(47 CFR 64.1200; https://public-inspection.federalregister.gov/2024-23605.pdf; 89 FR 15756)

/» Holland & Hart


https://public-inspection.federalregister.gov/2024-23605.pdf

TCPA Resources

https://www.ftc. ovbusmess-mdance
-telemarketing-sales-rule

:.s.:v:_u s FEDERAL TRADE COMMISSION

o ¥ $; PROTECTING AMERICA'S CONSUMERS Enforcement ~ Policy ~ Advice and Guidance ~ News and Events v Aboutthe FTC v Q

Home [ Business Guidance / Business Guidance Resources

Complying with the Telemarketing Sales
Rule

Tags: Advertising and Marketing = Telemarketing
Related Rules: Telemarketing Sales Rule

Introduction

Who Must Comply with the Amended TSR?



https://www.ftc.gov/business-guidance/resources/complying-telemarketing-sales-rule
https://www.ftc.gov/business-guidance/resources/complying-telemarketing-sales-rule
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Artificial Intell
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Artificial Intelligence in Healthcare

Rapidly developing area of the law; watch for federal and state
regulation.

Common uses in healthcare Concerns
- Imaging « Bias or discrimination

- Clinical decision support tools ° f‘Garbage in, garbage out” >
. Research incorrect results

- Virtual assistant for » Lack of transparency in

1 1 ( ))
transcription, administration, algorithms, i.e., “black box

- results
or practice management . Data privacy

- Others? - Others?

/» Holland & Hart



Artificial Intelligence in Healthcare

Watch for
developments

FEDERAL INITIATIVES STATE INITIATIVES

- 2022: Whitehouse Blueprint for Al Bill of - Proposed legislation, e.g.,
Rights

- 2023: Executive Order requiring federal
agencies to develop guidelines

- 2023: NIST Al Risk Management Framework

— Disclosure and consent of use in patient
encounters

— Limits on use in utilization review and

. 2024 Federal actions coverage determinations
— Bipartisan AI Working Groups and Al - Others?
Policy Roadmaps - Other considerations
— Proposed legislation _ Standard of care
- Agency guidance — Informed consent

— Others e .
- Discrimination 4, Holland & Hart



Telehealth

/» Holland & Hart



Telehealth

- Many of the Medicare COVID-19 waivers are currently due to expire 12/31/24
— Covered telehealth services. —
— Originating site requirements. Check your telehealth
— Eligible distant site telehealth providers. .

, , = services to ensure that
— Coverage of audio-only services.
, . . you comply.

— In-person visit requirements.
— Others? ==

(See https://www.cms.gov/medicare/coverage/telehealth and https://www.cms.gov/files/document/mln9o1705-telehealth-services.pdf)

- CMS allows physicians to provide direct supervision remotely until 12/31/25.

- DEA allows providers to prescribe controlled substances without in-person visit until
12/31/25.

- States and private payers may have other requirements.

/» Holland & Hart


https://www.cms.gov/medicare/coverage/telehealth
https://www.cms.gov/files/document/mln901705-telehealth-services.pdf

Telehealth

As a general rule, telehealth * Licensure

provider must comply with both
. Law of state in which telehealth + Provider-patient relationship
provider is located, » Scope of practice
and . Standard of care
- Law of state in which patient is Beware S Tl e
located.
— States want to protect patients.
— Likely sufficient contacts to
establish jurisdiction over
telehealth provider

« Permissible telehealth methods

- Remote prescribing
- Credentialing telehealth providers
- Reimbursement and payment parity

- Malpractice liability and insurance

- Corporate practice of medicine

 Others?
/» Holland & Hart



Center for Connected Health Policy,

https://www.cchpca.org/

:ff% CCHP Look up policy by: Topic v | Federal | State W Q

Summary of federal and state laws

Understanding " Telehealth
telehealth policy policy finder

Get to know how the laws, regulations, and Medicaid Know what you’re searching for? Find the policies and
programs work in your state. regulations that impact you.

W s
3 @h i
82 All telehealth policies COVID-19 actions Pending legislation



Telehealth

Telehealth Privacy
Tips for Providers

« OCR has emphasized privacy and security in
telehealth

— In10/22, OCR published guidance
concerning HIPAA concerns in audio-
only telehealth.

— On 8/9/23, relaxed security standards
for telehealth platforms ended.

- In 10/23, OCR published guidance for
providers and patients concerning privacy
and security risks in telehealth.

(https://www.hhs.gov/hipaa/for-professionals/special-
topics/telehealth/index.html)

- -

O]

[l

What are the data privacy and
security risks in telehealth?

Privacy risk is when an individual lacks
control over the collection, use, and sharing
of their health data.

Security risk is when there is unauthorized
access to an individual's health data during
the collection, transmission, or storage.

These risks can affect trust between the
patient and provider and contribute negatively
to adherence and continuity of care.

How do | fulfill privacy obligations
during a telehealth session?

Privacy and security risks are present for
in-person, remote monitoring, and virtual visits.
Electronic transmission of data means greater
privacy and security risks.

Make sure you are up-to-date on security and
protections requirements for HIPAA compliance
and are aware of other legal considerations.

Providers have an ethical obligation to discuss
privacy and security risks. These discussions
can be part of a patient-centered care plan to
help ensure confidentiality.

L3 I

How do | communicate privacy
protections to patients?

|:| Make privacy part of the workflow by

LA L)

confirming identities of everyone present at
each telehealth session and communicate
how any third-parties may be involved,

Set up and communicate the below safeguards
to your patients:

Create unique user identification numbers
Use password protected platforms
Establish automatic logoff

How do | protect my own privacy
and reduce risk of breaches?

Health data breaches are costly and can involve
investigations, notifying patients, and recovering
data, so providers need to be familiar with their
security features.

Establish the below processes:
+  Routinely review your telehealth privacy
and security policies.

Schedule regular deletion of files on
mobile devices.

Utilize data back-up and recovery processes
in case of breach.

Conduct a security evaluation from an
independent party on your telehealth system to
verify security features such as authentication,
encryption, authorization, and data management.

Check out more security tips from the Office of
the National Coordinator for Health Information
Technology.


https://www.hhs.gov/hipaa/for-professionals/special-topics/telehealth/index.html
https://www.hhs.gov/hipaa/for-professionals/special-topics/telehealth/index.html
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EMTALA

« CMS published new optional signage available at
https://www.cms.gov/medicare/regulations-

guidance/legislation/emergency-medical-treatment-labor-act.

- Signage must:

— Specify the rights of individuals with EMCs who come to the ED.

— Indicate whether the facility participates in the Medicaid
program;

— Clear and in simple terms and language(s) that are
understandable by the population served by the hospital; and

— Posted in a place or places likely to be noticed by all individuals
entering the ED or waiting for exam and treatment (e.g.,

entrance, admitting area, waiting room, treatment area).
(QSO-24-17-EMTALA)

KNOW YOUR RIGHTS

EMERGENCY MEDICAL TREATMENT AND LABOR ACT (EMTALA)

WHO PRESENT TO A HOSPITAL EMERGENCY DEPARTMENT REGARDLESS OF AN

EMTALA GUARANTEES ACCESS TO EMERGENCY MEDICAL SERVICES FOR INDIVIDUALS
INDIVIDUAL'S ABILITY TO PAY

It ako provides for oppropricte: frond e if he pressnting fociity & unoble fo provide the cone or services
necessory fo shobikre o medical condition.

ALL INDIVIDUALS MUST BE SCREEMED

/_\O Al individuak who pressnt to o hospiiol emegency department must be scresned by Qualfied
Medical Personnal io defermine the presence or obsence of on emergency medical condition. EMTALA
opoles urti either
{1} the medical screening exom does not identify on emergency medicol condifion or [2] the patient
& provided with stabiizing freatment and/or an appropriate fronsfer.

@] (7| STABILIZING TREATMENT MUST BE PROVIDED
-

Heompitols must moke sure the potient is provided with stabiliing ireatment fwithin the copaobilifies of
e Fucepital®s sioff and fociities) before they can iniiate o ronsfer to another hospitol or medical
fociity or before they con dischorge the patient.

Haspitols may not delay providing an oppropriate medical screening examination or stobilzing
medical freafment for ony reoson, including fo ask obout on individual's method of poyment or health
nsuronce W80l hus.

/’) MO DELAY IN EXAMINATION AND TREATMENT
w

m FOUR REQUIREMENTS FOR APPROPRIATE TRANSFER
O—0d A pofient with on smargency medicol condiion may only b= fronsfamed when thess four requiremants
ar= met:

* The tronshering hospitol provides the: medical freatment, within its copocity, fo minimize the
medical ks [and in the cose of o woman in labor, the medical e of the feios oz wel).

= The receiving medicol fociity hos ovaioble spoce ond qudified personnel for the treatment ond
ageess o occept the frarsfer.

= The tronsfeming haspital sands all medical records related to the emergency condifion thot are
avoioble of the time of the: fransfer ond any other records nof yet avolloble os soon as
prochcoble.

s The pofient i fronsfemad using oppropriate personnel and frangporotion, including the vee of
necessary and medicolly appropriate ife support measures during the: trarsfer.

Anyone can file an EMTALA complaint with the State Survey Apency. The State Survey Agency will investigate the
issue and, when appropriate, verify comective action is taken to ensure the hospital is in compliance with EMTALA.

Visit the Quality, Safety and Education Portal (QSEP) to view an EMTALA overview yideg at geep.oms.goy.



https://www.cms.gov/medicare/regulations-guidance/legislation/emergency-medical-treatment-labor-act
https://www.cms.gov/medicare/regulations-guidance/legislation/emergency-medical-treatment-labor-act

Non-Discrimination Rules
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Anti-Discrimination Laws

LAWS

Civil Rights Act Title VI
Americans with Disability Act
Age Discrimination Act
Affordable Care Act § 1557
— HHS issued new rules on 5/6/24.

— Effective 7/5/24
(45 CFR part 92; 89 FR 37522)
Rehabilitation Act § 504
— HHS issued new rules on 5/9/24.
— Effective 7/8/24
(45 CFR part 84; 89 FR 40066)
State discrimination laws

P1edIP3IA|/24ed1P3IN
ul areddiied 39 ‘Asuow

|eJapa) aAI9dal JI Addy

RISKS

Persons with disabilities
Persons with limited English
proficiency
Sex discrimination
Physical access to facilities and
equipment
Websites and mobile apps
Service animals
— Dogs and mini-horses
— Not emotional support animals

/» Holland & Hart



Anti-Discrimination Laws

DISABILITIES LIMITED ENGLISH
« Must provide reasonable - Must provide meaningful access
accommodation to ensure effective — Interpreter
communication and accessibility. — Translate key documents
— Accessibility - Includes person with patient.

— Auxiliary aids
— Modifications to policies or

May not charge patient.
May not require patient to bring own

processes interpreter.
- Includes person with patient. - May not rely on person accompanying
- May not charge patient. patient.
- May not rely on person accompanying
patient.

/» Holland & Hart



New 1557 Rule

—

- Recipients of federal - Specific requirements re:
financial assistance — Coordinator and grievance procedure
(HHS money) may not — Policies and procedures
discriminate on the . - Training employees
basis of race, color, — Notice of nondiscrimination
national origin, sex*, — Notice of availability of language assistance
age and disability. — Persons with limited English proficiency
(45 CER part 92) - — Persons with disabilities

— Equal access on the basis of sex*

— Facility accessibility

— Info and communication technology accessibility
— Patient care decision support tools

/» Holland & Hart



New 1557 Rule:

Legal Challenges

 In Tennessee v. Becerra, No. 1:24cv161-LG-BWR (S.D. - And remember that first Trump
Miss.), the court stayed nationwide the specific 1557 administration eviscerated prior
regulations to the extent they “extend discrimination on 1557 Rules...

the basis of sex to include discrimination on the basis of
gender identity”... and enjoined HHS from enforcing the
202/ Final Rule “to the extent that the final rule provides
that ‘sex’ discrimination encompasses gender identity.”
« In Texas v. Becerra, No. 6:24-cv-211-]JDK (E.D. Tex.), the
court stayed nationwide the 1557 regulations that would
otherwise obligate providers to follow those rules related

to gender identity and sexual orientation.
(https://www.hhs.gov/civil-rights/for-providers/resources-covered-
entities/index.html)

/» Holland & Hart


https://www.hhs.gov/civil-rights/for-providers/resources-covered-entities/index.html
https://www.hhs.gov/civil-rights/for-providers/resources-covered-entities/index.html

New 1557 Rule

By 7/5/24
- Provide meaningful access, e.g., interpreters and translators; auxiliary aids, facility

accessibility, information technology, telehealth.
- Provide equal access on basis of sex (subject to litigation).
By 11/2/24
- If have 15+ employees, designate 1557 Coordinator.
- Publish Notice of Nondiscrimination on website, in physical location, and upon request.
By 5/1/25
- Don’t discriminate in decision support tools (e.g., Al).
- Train employees re 1557 policies and procedures and document training.
By 7/5/25
- Implement written 1557 policies and procedures.

- Publish Notice of Availability of Services in English + at least 15 most common languages.
(45 CFR part 92) /¢ Holland & Hart



1557 Rule Resources

https://www.hhs.gov/civil-rights/for-providers/resources-covered-
entities/index.html

 Sample policies and

procedures
Civil Rights Effective
communication
' . » ' ' ' Grievance
Information for Individuals Filing a Complaint Information for Providers
Language access
Nondiscrimination
policy »
@)
HHS » Civil Rights Home > For Providers > Resources for Covered Entities Reas'opab./e 8
modification 3
. @
Civil Rights for Providers of * Sample notices L
Health Care and Human — * Auvailability of
Services language assistance
Provider Obligations and auxiliary aids
i Notice o
Civil Rights Clearance for Medicare Resources for covered Entltles . f . .
. . nondiscrimination
Provider Applicants
Compliance & Enforcement +
Training Pursuant to decisions by various district courts regarding the 2024 Final Rule implementing Section 1557, entitled Nondiscrimination in Health




New Rehab Act Rule

—

- Recipients of federal - Specific requirements re:
financial assistance — Notice and signage requirements.
(HHS money) may not — Communication (e.g., auxiliary aids, interpreters)
discriminate on the — Facility accessibility
basis of disability. — Service animals
- “Disability” construed — - Medical treatment (e.g., devaluing worth of disabled
very broadly. persons)
(45 CER part 92) — Mobility devices
— Medical diagnostic equipment
— Kiosks
— Web and mobile apps

/» Holland & Hart



New Rehab Act Rule

By 7/8/24

- Cannot discriminate based on disability, i.e., must provide meaningful access to persons with
disability, e.g., facility accessibility, interpreters, auxiliary aids, service animals, etc.

- Newly purchased or leased medical diagnostic equipment (MDE) must meet accessibility standards.

- At least 10% but no less than one (1) MDE must meet Standards for Accessible MDE.

By 5/11/26

- If have 15+ employees, must ensure web content and mobile apps comply with Web Content
Accessibility Guidelines (WCAG) unless fundamental alteration or undue burden.

By 7/8/26

- At least one exam table and weight scale must meet Standards for Accessible MDE.

By 5/10/27.

- All recipients must ensure web content and mobile apps comply with WCAG.

(45 CFR part 92)

/» Holland & Hart



New Rehab Act Rule

https://www.hhs.gov/civil-rights/for-individuals/disability/section-504 -
rehabilitation-act-of-1973/index.html

Section 504 of the Rehabilitation Act of 1973

The Office for Civil Rights (OCR) enforces Section 504 of the Rehabilitation Act of 1973 (Section 504), which prohibits
discrimination on the basis of disability in the provision of benefits and services as amended 29 USC § 794, against

otherwise qualified disabled individuals. This includes in programs and activities receiving financial assistance from
HHS 45 CFR 84; and programs or activities conducted by HHS 45 CFR 85.

 Fact Sheets

OCR Finalizes Section 504 Rule to S{RRE:I "y NN
Against Disability Discrimination

/» Holland & Hart



ADA Rules for State and Local Govts

https://www.ada.gov/resources/2024-08-08-mde-fact-
sheet/

Bonus for
Public

Table of contents Entities

Fact Sheet: New Rule on

mesmosic caumem ey £11E@ Accessibility of Medical

oo Diagnostic Equipment
Used by State and Local

Requirements

How Long State and Local Gove rnments

Government Entities Have to Comply
with the Rule

ADA Information and Resources

August 08, 2024

Print this page (=]

On August 9, 2024, the Federal Register published the

Department of Justice’s (Department) final rule updating the

regulation for Title |l of the Americans with Disabilities Act

(ADA). The final rule has specific requirements about lland & Hart



Anti-Discrimination Laws:

Enforcement

« Same enforcement pl‘OCEdUl‘ES as apply to Title VI HHS Office for Civil Rights Issues Notice of Violation
e o1 e to Puerto Rico Psychiatric Hospital for Failure to
of the Civil Rights Act of 1964 Y P

Comply with Federal Civil Rights Laws on Disability
— HHS (OCR) conducts complaint investigations

OCR takes enforcement action against San Juan Capestrano Hospital to strengthen access to health services and
ensure effective communication for individuals who are deaf or hard of hearing

and Compliance reVieWS. Taday, the U.S. Depar‘tn‘wen.tofHealth afnd Hur.'nan ?ervice§ (HHS), Office for Civil Rights (OCR? annauncel-d the

o Agency may force Corrective action through it::er::)uri:E‘i:\Lrl‘_;sdt‘iegraion,forviotatindisabﬁitycivilr‘\htslawswhen it failed to provide a patient with asicgar:;a:cgtuage
(Section 1557),,

settlement agreements. MM On 9/12/24, HHS asserted i
— Possible loss of federal funding. claims against a hospital for

p Tille @] it . lties b failing to provide a sign
— Possible civil or administrative perna ties \Y language interpreter:

DO]J. handwritten notes, lip reading,

. . . . . - or gestures were insufficient.

— Private lawsuits for injunctive relief and/or °

damages.

/» Holland & Hart



Anti-Discrimination Laws:
Recent OCR Enforcement

12/11/24 University of California failed to accommodate children with disabilities. Policies and Training
10/10/24 Maryland failed to accommodate persons with disability in programs Policy and training
9/12/24  Psych hospital failed to provide sign language interpreter. Policy and training
8/5/24 Imaging network denied mammography patient who used wheelchair. Policy and training
6/21/24 Puerto Rico agency failed to provide sign language interpreters. Policy and training
6/4/24 ENT practice failed to provide aids to persons with hearing challenges. Policy and training
11/13/23 SNF allegedly denied admission to individuals because they were taking Suboxoone or Policy and training
methodone to treat opioid use disorder.
8/30/23 Home Health agency denied home health care services based on HIV status Policy and training
8/8/23 Pa DHS denied application as foster parent because she receives SUD medication Policy and training

6/16/23 CVS and Walgreens failed to fill prescriptions for methotrexate and misoprostol unrelated  Policy and training
to abortion

3/23/23 Dearborn OBGYN refused request for sign language interpreter, cancelled appointment and Policies, training
terminated her as patient $7,500 in damages



New Conscience Rules

- Various federal laws prohibit:
— Coercion or discrimination on basis of conscience, i.e., based on religious or moral
convictions.
— Requiring individual providers to participate in actions they find religiously or morally
objectionable (e.g., abortions or assisted suicide).
- Apply to healthcare providers, patients and participants in federal programs.
- Effective 3/11/24:
— Persons may file a complaint with OCR for investigation.
— Violations may result in loss of federal funding.
— “Best practice” to post notice of federal conscience protections at location, in personnel
handbooks and training, applications, etc.

- OCR provides sample notice. (45 crr part 88 App. a)
(45 CFR part 88; 89 FR 2078)

/» Holland & Hart



New Conscience Rule

https://www.hhs.gov/conscience/conscience-
protections/index.html

U.S. Department of S ummary of
{(_ Health and Human Services Conscience Laws
Enhancing the health and well-being of all Americans R u I e an d CO mme nta ry
Press Release
Fact Sheet
OCR webinar

About HHS Programs & Services Grants & Contracts Laws & Regulations

Conscience and Religious Freedom

Conscience Protections Religious Freedom Filing a Complaint m

HHS > Conscience and Religious Freedom Home > Conscience Protections

Conscience and Religious

Freedom o T+ % @ X

/» Holland & Hart




Employment Issues
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Employee v. Contractor

Some potential ramifications

Federal and state wage claims.
IRS tax liability
Workers compensation
Liability for person’s misconduct
Stark, Anti-Kickback and EKRA
compliance

— Rules differ for employee v.

contractor

HIPAA obligations
Other?

Ensure personnel are properly classified
as employees v. contractors

- State common law standards

=— . DOL standards

- IRS standards

- HIPAA “common law of agency”

- Other?

/» Holland & Hart



Employee v. Independent Contractor

DEPT OF LABOR

- Effective 3/11/24, new rules for
evaluating employees v.

contractors for purposes of FLSA.
(29 CFR part 795; 89 FR 1638)

WHD > Wages and the Fair Labor Standards Act > Misclassification of Employees as Independent Contractors Under the Fair Labor Standards Act >
Final Rule: Employee or Independent Contractor Classification Under the Fair Labor Standards Act, RIN 1235-AA43

Final Rule: Employee or Independent Contractor
Classification Under the Fair Labor Standards Act, RIN
1235-AA43

0On January 10, 2024, the U.S. Department of Labor published a final rule, effective March 11, 2024, revising the
Department’s guidance on how to analyze who is an employee or independent contractor under the Fair Labor
i i i ndan -~ i

IRS

- Existing rules for evaluating
employees v. contractors for purposes
of taxes.

(https://www.irs.gov/businesses/small-businesses-self-

emploved/independent-contractor-self-emploved-or-
employee)

VRS

File Pay Refunds Credits & Deductions Forms & Instructions

Home / File / Businessesand self-employed / Small business and self- loyed / Indep 1t contractor (self-employed) or empl

Independent contractor (self-employed) or employee?

English | Espafiol | 5337 (i) | 37 (%42) | $130] | Pycokui | TiéngVidt | Kreyol ayisyen

It is critical that business owners correctly determine whether the individuals

Individuals
providing services are employees or independent contractors. Related

nd calf-amnlaved [P T TR P S S P EURNPE R PRI FHE ST JHF SR PR | a Biicinaccac with emnlavesc


https://www.irs.gov/businesses/small-businesses-self-employed/independent-contractor-self-employed-or-employee
https://www.irs.gov/businesses/small-businesses-self-employed/independent-contractor-self-employed-or-employee
https://www.irs.gov/businesses/small-businesses-self-employed/independent-contractor-self-employed-or-employee

Noncompetition Clauses

« FTCrule: effective 9/4/24
— It is unfair method of competition to enter or enforce a post-termination
non-compete against workers or senior executives.
- Subject to limitations.
— Employer must provide notice to workers otherwise covered by non-

compete that it will not be enforced.
(16 CFR 910)
- On 7/23/24, federal court in Pennsylvania upheld the FTC rule. (ATS Tree Services, LLC v.
FTC, No. 24-1743 (E.D. Pa. 2024))
- On 8/20/24, federal court in Texas struck down the rule and enjoined the FTC

from enforcing it. (RyanLLCv. FTC, CV 3:24-CV-00986E (N.D. Tex. 2024))

v’ Stay tuned....
/s Holland & Hart



Workplace Violence

OSHA is expectedto  In the meantime:
propose new - OSHA general duty standard applies.
standards for - See guidance at

employers to https://www.osha.gov/healthcare/workplace-

Occupational Safety and Health Administration CONTACTUS | FAQ ATOZINDEX @ LANGUAGES ‘ Q  search

address workplace violence.

violence in
Healthcare

healthcare settings.

Workplace Violence

Workplace violence (WPV) is a recognized hazard in the healthcare industry. WPV is Highlights
Culture of Safety any act or threat of physical violence, harassment, intimidation, or other


https://www.osha.gov/healthcare/workplace-violence
https://www.osha.gov/healthcare/workplace-violence

Additional Resources
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Questions?

Kim C. Stanger
Office: (208) 383-3913
Cell: (208) 4£09-7907
kcstanger@hollandhart.com
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