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Disclaimer

This presentation is similar to any other legal education materials designed to 

provide general information on pertinent legal topics. The statements made as 

part of the presentation are provided for educational purposes only. They do not 

constitute legal advice nor do they necessarily reflect the views of Holland & Hart 

LLP or any of its attorneys other than the speaker. This presentation is not 

intended to create an attorney-client relationship between you and Holland & Hart 

LLP. If you have specific questions as to the application of law to your activities, 

you should seek the advice of your legal counsel.
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Overview

• OIG Compliance Guidance

• Fraud and Abuse Issues

• HIPAA and Data Privacy

− Reproductive Health Rule

− Online Tracking Guidance

− Substance Use Disorder Rule

• Data Security

• Info Blocking Rule Penalties

• TCPA

• Artificial Intelligence (AI)

• Telehealth

• Anti-Discrimination Rules

− 1557

− Rehab Act 

− Conscience Rules

• OSHA and Workplace Violence

• Noncompetes





CAUTION:  
The Rules may change….

Federal courts are more willing 
to question, limit, or invalidate 

federal regulations. 

Trump administration may 
change or undermine existing 

rules.



OIG General Compliance Program 
Guidance

1. Overview of 
Federal Laws

2. Elements of 
Successful 
Compliance 
Program

3. Adaptions for Small 
and Large Entities

4. Other Compliance 
Considerations

5. OIG Resources and 
Processes

Watch for industry-specific 
guidance.



OIG Compliance Program Guidance:
Nursing Facilities 

• In 11/24, OIG issued the Compliance 

Program Guidance for Nursing 

Facilities.

• Available at 

https://oig.hhs.gov/documents/complia

nce/10038/nursing-facility-icpg.pdf.  

https://oig.hhs.gov/documents/compliance/10038/nursing-facility-icpg.pdf
https://oig.hhs.gov/documents/compliance/10038/nursing-facility-icpg.pdf


DOJ Corporate Compliance Program 
Guidance

• Updated 9/24/24.
• DOJ Evaluation of Corporate Compliance Program

− Risk assessment
− Policies and procedures
− Training and communication
− Confidential reporting and investigation 

process
− Third party management
− Commitment by management
− Improvement, testing and review
− Analysis and remediation
− Others

(https://www.justice.gov/criminal/criminal-
fraud/page/file/937501/dl) 

https://www.justice.gov/criminal/criminal-fraud/page/file/937501/dl
https://www.justice.gov/criminal/criminal-fraud/page/file/937501/dl


Fraud and Abuse



False Claims Act
“the United States alleged that the 
compensation Community paid to its 
cardiologists, cardiothoracic surgeons, 
vascular surgeons, neurosurgeons, and breast 
surgeons was well above fair market value, 
that Community awarded bonuses to 
physicians that were tied to the number of 
their referrals, and that Community 
submitted claims to Medicare for services 
that resulted from these unlawful referrals.”



False Claims Act 
(FCA)

• Cannot knowingly submit a false claim for 

payment to the federal govt, e.g., 

• Not provided as claimed

• Substandard care

• Failure to comply with applicable 

regulations

• Must report and repay an overpayment 

within the later of 60 days or date cost report 

is due.
(31 USC 3729; 42 USC 1320a-7a(a); 42 CFR 1003.200)

Penalties
• Repayment plus interest
• Civil penalty of $13,946* to $27,894* per claim
• Admin penalty $24,947* per claim failed to 

return
• 3x damages
• Exclusion from Medicare/Medicaid
(42 USC 3729; 42 USC 1320a-7a(a); 42 CFR 1003.210; 45 CFR 102.3; 
89 FR 9766)

• Potential qui tam lawsuits
 But see U.S. ex rel. Zafirov v. Florida Med. 

Associates LLC (M. Dist. Fla. 9/30/24), holding 
qui tam lawsuits as unconstitutional.



CMS Report and Repay Rule

REPORT AND REPAY RULE

• A person who has received an 
overpayment must report and return the 
overpayment by the later of:
− The date which is 60 days after the 

date on which the overpayment was 
identified; or 

− The date any corresponding cost 
report is due, if applicable.

(42 CFR 401.305)

NEW RULES

• Person has identified an  overpayment if: 
− Has actual knowledge of info; or
− Acts in deliberate ignorance or in 

reckless disregard of truth of info.  
(42 CFR 401.305(a)(2))
− Replaces “reasonable diligence” standard

• 60-day reporting period suspended for 
up to 180 days during timely, good faith 
investigation. (42 CFR 401.305(b))

− Replaces prior guidance that 60 days does not begin 
to run until after identify and quantify overpayment.



HIPAA and Patient Privacy

Protected Health Info



HIPAA:
Civil Penalties

Conduct Penalty
Did not know and should not have 
known of violation

• $141* to $71,162* per violation
• Up to $2,067,813* per type per year
• No penalty if correct w/in 30 days 
• OCR may waive or reduce penalty

Violation due to reasonable cause • $1,379* to $71,162* per violation
• Up to $2,067,813* per type per year
• No penalty if correct w/in 30 days
• OCR may waive or reduce penalty

Willful neglect,  
but correct w/in 30 days

• $14,232* to $71,162* per violation
• Up to $2,067,813* per type per year
• Penalty is mandatory

Willful neglect,
but do not correct w/in 30 days

•  $71,162 to $2,134,831* per violation
•  Up to $2,134,831* per type per year
•  Penalty is mandatory

(45 CFR 102.3, 160.404; 85 FR 2879)

Watch for new rule that will give 
individuals a portion of settlements or 
penalties.  (87 FR 19833 (4/6/22))



Recent HIPAA Resolutions
https://www.hhs.gov/hipaa/newsroom/index.html 

Date Conduct Resolution
10/31/24 Ambulance services hit with ransomware attack. $90,000
10/31/24 Plastic surgeons hit with ransomware attack. $500,000
10/17/24 Dentist office failed to provide timely access to records. $70,000
10/3/24 Hospital hit with ransomware attack. $240,000
9/26/24 Eye and Skin Center hit with ransomware attack $250,000
8/1/24 EMS provider failed to provide timely access to records. $115,200
7/1/24 Health system hit with ransomware attack. $950,000
4/1/24 Essex Residential Care failed to provide personal rep timely access to records. $100,000
3/29/24 Phoenix Healthcare failed to provide personal representatives timely access to records. $35,000
2/6/24 Montefiore Medical Center failed to protect against malicious insider selling info. $4,750,000
11/20/23 St. Joseph’s Medical Center disclosed PHI to news reporter. $80,000
10/31/23 Doctor’s Management Services hit by ransomware affecting 206,695 persons. $100,000
9/11/23 L.A. Care Plan failed to secure patient portal, perform risk analysis, and mailed ID cards 

to wrong patients.  Affected 2500+ persons.
$1,300,000

8/24/23 UnitedHealthcare failed to timely provide copy of records. $80,000
          

Top HIPAA Risks
1. Cyberattacks
2. Security rule violations
3. Right of access violations

https://www.hhs.gov/hipaa/newsroom/index.html


HIPAA
Reproductive Health Rule



For example…

Abortion Legal
Abortion Illegal

HHS concerned about 
disclosing RPHI if:
• Person seeks reproductive 

care in another state 
where it is legal. 

• Person seeks care that is 
legal in same state, e.g., 
abortion in EMTALA case.



HIPAA 
Reproductive Health Rule

• Must comply by 12/23/24 unless rule is stayed or stricken by court.
• Applies to PHI re “reproductive health care”, i.e., “healthcare that that affects the 

heath of an individual in all matters relating to the reproductive system and to its 
functions and processes.”

(45 CFR 160.103)

• If reproductive healthcare was legal, covered entities and business associates may not 
use or disclose reproductive health care PHI (“RPHI”) for purposes of criminal, civil 
or administrative liability or investigation for mere act of seeking, obtaining or 
providing reproductive health care.  

(45 CFR 164.502(a)(5))

• Must obtain attestation from persons seeking RPHI for purposes of criminal, civil or 
administrative investigation or liability to confirm purpose and legality.

(45 CFR 164.509)



Reproductive Health Rule:
Required Attestation

• Covered entity or 
business associate may 
not use or disclose 
reproductive care PHI for 
these purposes without 
first obtaining a required 
attestation from the 
person seeking the PHI.

(45 CFR 164.509)

• Uses or disclosures for health oversight activities.  
(164.512(d))

− e.g., govt agencies, licensing, audits, etc.

• Disclosures for judicial and administrative 
proceedings.  (164.512(e))

− e.g., court orders, subpoenas, warrants, etc.

• Disclosures for law enforcement purposes.  
(164.512(f))

− e.g., warrant, police request to locate victim or 
suspect, report crime on premises, report victim of 
crime, etc.

• Disclosures to coroners and medical examiners. 
(164.512(g)(1))



Reproductive Health Rule:
Required Attestation

Valid attestation =

• Description of info requested, including name of patient whose info was sought or 

description of class of such persons.

• Name or description of class of persons requested to make the disclosure.

• Statement that the use or disclosure is not for purpose prohibited by the rule, i.e., 

criminal, civil or administrative liability.

• Statement that person may be criminally liable under 42 USC 1320d-6 for improperly 

obtaining or disclosing info in violation of HIPAA.

• Signature of person requesting disclosure.

• Does not contain additional elements.

• Generally, cannot be combined with other documents.
(45 CFR 164.509(b)-(c))



Reproductive Health Rule:
OCR Model Attestation

• Available at 

https://www.hhs.gov/sites/def

ault/files/model-

attestation.pdf.  

https://www.hhs.gov/sites/default/files/model-attestation.pdf
https://www.hhs.gov/sites/default/files/model-attestation.pdf
https://www.hhs.gov/sites/default/files/model-attestation.pdf


In the meantime, HHS apparently 
intends to enforce the Rule.

• Hospital’s 
disclosure of PHI 
to patient’s 
employer 
exceeded 
patient’s 
authorization.

• Hospital pays 
$35,581 and 
enters corrective 
action plan.

OCR is sending a 
message:  

“OCR is committed 
to ensuring the 

privacy of lawful 
reproductive health 

care….”



Lawsuits Filed in Texas Federal Court

Texas v. HHS (ND Tex. 9/4/24)

• Argues that HIPAA statute 

doesn’t limit how covered 

entities may share PHI with 

state govt investigators.

Purl v. HHS (ND Texas 10/21/24)

• Argues no statutory authority 

for the rule and it is arbitrary 

and capricious under the APA.

We will likely receive a preliminary decision before the 
12/23/24 compliance date.  Stay tuned…



OCR Education

• Final Rule

• Press Release

• Fact Sheet

• Webinar + Slides

• Model Attestation

• Social Media Resources



HIPAA and
Administrative Requests 



HIPAA
Disclosures per Administrative Requests

• HIPAA allows disclosures for certain law enforcement requests, including but not limited to:
“(C) An administrative request for which response is required by law, including an 
administrative subpoena or summons, a civil or an authorized investigative demand, or 
similar process authorized under law, provided that:
 “(1) The information sought is relevant and material to a legitimate law enforcement 
inquiry;
 “(2) The request is specific and limited in scope to the extent reasonably practicable in 
light of the purpose for which the information is sought; and
 “(3) De-identified information could not reasonably be used.”

(45 CFR 164.512(f)(1)(C))

Clarifies that “administrative request” exception only applies if the response is required by law, not 
just because the agent requests the info.



HIPAA and
Online Tracking Technologies



Online Tracking Concerns



HIPAA and Online Tracking
https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-
online-tracking/index.html

Use of tracking technologies on websites and mobile 
apps may violate HIPAA, e.g.,
• Cookies
• Web beacons
• Tracking pixels
• Session replay scripts
• Fingerprint scripts
• IP addresses
• Geolocations

1. Does the data contain 
individually identifiable info 
that relates to past, present, 
or future health, healthcare 
or payment?

2. If so, does HIPAA permit the 
use or disclosure without 
patient authorization?



HIPAA and Online Tracking “On June 20, 2024, [a district court] 
issued an order declaring unlawful 
and vacating … the guidance to the 
extent it provides that HIPAA 
obligations are triggered in 
‘circumstances where an online 
technology connects (1) an 
individual’s IP address with (2) a visit 
to a[n] [unauthenticated public 
webpage] addressing specific health 
conditions or healthcare providers.’”  
See Am. Hosp. Ass’n v. Becerra, 2024 WL 
3075865 (N.D. Tex. June 20, 2024). 



HIPAA and Online Tracking

Comply with security rule when using or preventing tracking technologies.

• “OCR is prioritizing compliance with the HIPAA Security Rule in 

investigations into the use of online tracking technologies.”

• Include tracking technology in risk assessment.

• Include required administrative, technical and physical safeguards (e.g., 

encrypting ePHI; enable appropriate authentication; access controls; 

audits; etc.).  

Notify patients and OCR of breaches per breach reporting rule.
(https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html) 

https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html


Online Tracking Lawsuits



HIPAA
Proposed Privacy Rule Changes

Proposed rule published 1/21/21; still waiting…
• Strengthens individual’s right of access.

− Individuals may take notes or use other personal devices to view and capture 
images of PHI.

− Must respond to requests to access within 15 days instead of 30 days.
− Must share info when directed by patient.
− Additional limits to charges for producing PHI.

• Facilitates individualized care coordination.
• Clarifies the ability to disclose to avert threat of harm.
• Not required to obtain acknowledgment of Notice of Privacy Practices.
• Modifies content of Notice of Privacy Practices.
(86 FR 6446 (1/21/21))



42 CFR Part 2 Rules

SUBSTANCE USE 
DISORDER 
RECORDS



Substance Use Disorder Records

New rule:
• Issued 2/8/24.
• Effective 4/16/24.
• Enforced 2/16/26.
(89 FR 12472)

Applies to:
• Federally assisted SUD 

programs.
• Recipients of SUD records 

from such a program.

Aligns 42 CFR part 2 with HIPAA. 
• HIPAA enforcement applies to Part 2 violations.
• Allows single consent for uses or disclosures for 

treatment, payment or healthcare operations.
• HIPAA-covered entities and business associates 

receiving SUD info under consent may use or 
disclose consistent with HIPAA.

• Must provide HIPAA-like notice of privacy practices 
(NPP) and update HIPAA NPP.

(42 CFR part 2)



OCR/SAMHSA Webinar
https://www.youtube.com/watch?v=F3ZZgCXpT4k 



42 CFR part 2 Resources

HTTPS://WWW.SAMHSA.GOV/ABOUT-US/WHO-
WE-ARE/LAWS-
REGULATIONS/CONFIDENTIALITY-
REGULATIONS-FAQS

HTTPS://WWW.HHS.GOV/HIPAA/FOR-

PROFESSIONALS/SPECIAL-TOPICS/HIPAA-PART-

2/INDEX.HTML



HIPAA and SUD Rules:
Notice of Privacy Practices



HIPAA and SUD Rules:
Notice of Privacy Practices

• Reproductive Health Rule:  modified NPP requirements to accommodate SUD Rule changes.  
• SUD Rule:  Covered entities creating or maintaining SUD records subject to Part 2 must 

provide the notice to the patient as required by 42 CFR 2.22.
− Uses and disclosures.
− Patient rights.
− Covered entities’ duties.

• Other covered entities must update their NPP.
(45 CFR 164.520(a)(2))

• Must comply by 2/16/26.
Check applicable regulations when drafting updated NPP.
Watch for new NPP requirements when final HIPAA revisions are published.
OCR plans to publish model NPP.



HIPAA Priorities 

• On 10/23/24, HHS and NIST hosted conference, “Safeguarding Health 

Information:  Building Assurance Through HIPAA Security”.   

• OCR identified priorities, including:

− Conduct and document appropriate risk analyses

− Obtain and maintain appropriate business associate agreements (BAAs)

− Provide patients and personal reps with timely access

− Implement appropriate access controls and info system activity review to 

protect against and/or identify potential breaches

• Watch for new security rule requirements shortly.



Data Security



Cybersecurity

According to HHS:
• 2018-22:  93% 

increase in large 
breaches

• 2018-22:  278% 
increase in large 
breaches from 
ransomware.

• 2023:  77% of large 
breaches resulted 
from hacking.

• 2023:  Persons 
affected by large 
breaches increased 
60% to 
80,000,000.

Source:  The HIPAA Journal
https://www.hipaajournal.com/healthcare-data-breach-statistics/  

https://www.hipaajournal.com/healthcare-data-breach-statistics/


Costs of 
Cybersecurity Lapse

• Costs from:
− Detection
− Notification
− Post-breach response
− Lost business costs

• Highest cost across all industries.
• Ransomware cost average of 

$5,130,000.
• Average of 277 days from 

detection to containment.

Ponemon Institute



Consider impact on:
• Patient safety.
• Ability to function 

without data or 
with 
compromised 
data.

• Inability to bill.
• Damage to IT 

infrastructure.
• FTC or state law 

violations.
• Lawsuits.
• Bad press.



Change Cyberbreach
https://www.hhs.gov/hipaa/for-professionals/special-topics/change-
healthcare-cybersecurity-incident-frequently-asked-questions/index.html 

FAQs address items such as:
• Covered entities’ 

obligation to report the 
breach.

• Delegating breach 
reporting to its business 
associate (e.g., Change).

• Resolving breach 
notification with Change.



HHS Strategy Paper
https://aspr.hhs.gov/cyber/Documents/Health-Care-Sector-
Cybersecurity-Dec2023-508.pdf 

On 12/6/23, HHS published strategy for strengthening 
cybersecurity for healthcare industry.
1. Establish voluntary cybersecurity performance 

goals.
2. Provide resources to incentivize and implement 

cybersecurity practices.
3. Greater enforcement and accountability.

• Cybersecurity requirements for hospitals 
through Medicare/Medicaid.

• Update HIPAA Security Rule to include new 
cybersecurity rule requirements.

• Increase civil penalties.
• Increase resources for audits and investigation.

4. HHS to provide one-stop shop for healthcare 
cybersecurity resources.

Coming Soon?



Recent HIPAA Resolutions
https://www.hhs.gov/hipaa/newsroom/index.html 

Date Conduct Resolution
12/10/24 Health care clearinghouse data available through Google search. $250,000
10/31/24 Ambulance services hit with ransomware attack. $90,000
10/31/24 Plastic surgeons hit with ransomware attack. $500,000
10/17/24 Dentist office failed to provide timely access to records. $70,000
10/3/24 Hospital hit with ransomware attack. $240,000
9/26/24 Eye and Skin Center hit with ransomware attack $250,000
8/1/24 EMS provider failed to provide timely access to records. $115,200
7/1/24 Health system hit with ransomware attack. $950,000
4/1/24 Essex Residential Care failed to provide personal rep timely access to records. $100,000
3/29/24 Phoenix Healthcare failed to provide personal representatives timely access to records. $35,000
2/6/24 Montefiore Medical Center failed to protect against malicious insider selling info. $4,750,000
11/20/23 St. Joseph’s Medical Center disclosed PHI to news reporter. $80,000
10/31/23 Doctor’s Management Services hit by ransomware affecting 206,695 persons. $100,000
9/11/23 L.A. Care Plan failed to secure patient portal and mailed ID cards to wrong patients. $1,300,000

8/24/23 UnitedHealthcare failed to timely provide copy of records. $80,000

https://www.hhs.gov/hipaa/newsroom/index.html


HPH Cybersecurity Gateway
https://hphcyber.hhs.gov/ 



HHS Cybersecurity Performance Goals
https://hphcyber.hhs.gov/documents/cybersecurity-performance-
goals.pdf

Voluntary
• Essential 

goals
• Enhanced 

goals

1/24/24



NIST Cybersecurity Framework 2.0
https://www.nist.gov/publications/nist-cybersecurity-framework-20-
resource-overview-guide

2/26/24

Includes
• Risk assessment 

guidelines
• Risk management 

guidelines
• HIPAA security rule 

considerations



OCR Cybersecurity Guidance
https://www.hhs.gov/hipaa/for-
professionals/security/guidance/cybersecurity/index.html 

• Cybersecurity Resources
• Cybersecurity Newsletters

− Sanction policies (10/23)
− Authentication (6/23)
− Security rule incident procedures 

(10/22)
− Defending against common 

cyber attacks (3/22)
− Others

• Cyber incident response checklist
Sign up for OCR listserv at
https://www.hhs.gov/hipaa/for-
professionals/list-serve/index.html?language=es  

https://www.hhs.gov/hipaa/for-professionals/list-serve/index.html?language=es
https://www.hhs.gov/hipaa/for-professionals/list-serve/index.html?language=es


OCR Cybersecurity Resources
https://www.hhs.gov/about/news/2024/03/13/hhs-office-civil-rights-issues-
letter-opens-investigation-change-healthcare-cyberattack.html



OCR Cybersecurity Newsletter (10/24)
https://www.hhs.gov/hipaa/for-
professionals/security/guidance/cybersecurity-newsletter-october-
2024/index.html

Cautions against:
• Social engineering, e.g., 

• Phishing
• Smishing (texts)
• Baiting
• Deepfakes (AI 

cloning)
• Guidance for minimizing 

exposure
• HIPAA security rule 

compliance



Proposed Legislation:
HISAA

Health Infrastructure Security 
and Accountability Act

HISAA would provide:
• Mandatory minimum 

cybersecurity standards for 
healthcare providers.

• Annual independent 
cybersecurity audits.

• HHS security audits.
• Top executives certify 

compliance annually.
• Eliminate statutory caps on 

HHS fines.
• Funded by user fees.



FTC and Data Security
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“When companies tell consumers they will safeguard their personal information, the FTC 
can and does take law enforcement action to make sure that companies live up these 
promises. The FTC has brought legal actions against organizations that have violated 
consumers’ privacy rights, or misled them by failing to maintain security for sensitive 
consumer information…”.



FTC Enforcement of 
Privacy and Security

FTC is using FTCA § 5 to go after 
entities for data security breaches.
• Bars unfair and deceptive trade 

practices, e.g., 
− Mislead consumers re security 

practices.
− Misusing info or causing harm 

to consumers.
(https://www.ftc.gov/news-
events/topics/protecting-consumer-privacy-
security/privacy-security-enforcement )



FTC Health Breach Notification Rule 
(HBNR)

• Requires vendors of personal health info to provide notice of 
breach to consumers and FTC.
− Generally, does not apply to entities covered by HIPAA 

(covered entities and business associates)
• Modified rule effective 7/29/24

− Confirms HBNR applies to health apps, online services, 
and other technologies not covered by HIPAA.

− “Breach of security” includes unauthorized acquisition 
of identifiable health info that occurs through data 
security breach or unauthorized disclosure.

− Modifies required content of notice of breach.
(16 CFR part 316; 89 FR 47028)

• GoodRx pays 
$1,500,000 for failing 
to report unauthorized 
disclosure of consumer 
health data to 
Facebook, Google, and 
others.

• Easy Healthcare 
(Premom ovulation 
tracking app) shared 
info with third parties, 
including AppsFlyer 
and Google.



State Data Privacy Laws 

Source:  Bloomberg 
Law, 
https://pro.bloomberglaw.
com/insights/privacy/state
-privacy-legislation-
tracker/#row-
66725b4d4cdd5 

Remember:  
HIPAA requires you to 

comply with more restrictive 
law, including state laws.

https://pro.bloomberglaw.com/insights/privacy/state-privacy-legislation-tracker/#row-66725b4d4cdd5
https://pro.bloomberglaw.com/insights/privacy/state-privacy-legislation-tracker/#row-66725b4d4cdd5
https://pro.bloomberglaw.com/insights/privacy/state-privacy-legislation-tracker/#row-66725b4d4cdd5
https://pro.bloomberglaw.com/insights/privacy/state-privacy-legislation-tracker/#row-66725b4d4cdd5
https://pro.bloomberglaw.com/insights/privacy/state-privacy-legislation-tracker/#row-66725b4d4cdd5


State Data Privacy Laws
in Legislative Process 

Source:  
International Ass’n 
of Privacy 
Professionals, 
https://iapp.org/resources
/article/us-state-privacy-
legislation-tracker/ 

https://iapp.org/resources/article/us-state-privacy-legislation-tracker/
https://iapp.org/resources/article/us-state-privacy-legislation-tracker/
https://iapp.org/resources/article/us-state-privacy-legislation-tracker/


Information Blocking Rule



Info Blocking Rule

• Applies to “actors”

− Healthcare providers.

− Developers or offerors of 
certified health IT.

• Not providers who develop 
their own IT.

− Health info network/exchange.
(45 CFR 171.101)

• Prohibits info blocking, i.e., 
practice that is likely to interfere 
with access, exchange, or use of 
electronic health info, and

• Provider: knows practice is 
unreasonable and likely to 
interfere.

• Developer/HIN/HIE:  knows or 
should know practice is likely to 
interfere.

(45 CFR 171.103)



Info Blocking Rule
Penalties

DEVELOPERS, HIN, HIE

• Complaints to OIG

− https://inquiry.healthit.gov/su
pport/plugins/servlet/desk/po
rtal/6

− OIG Hotline

• Civil monetary penalties of up to 
$1,000,000 per violation

(42 CFR 1003.1420)

HEALTHCARE PROVIDERS

• Final rule issued 6/24/24:

− Hospitals: loss of status as 
meaningful user of EHR

− Providers:  loss of status as 
meaningful user under MIPS

− ACOs:  ineligible to participate.

Loss of federal payments.



Info Blocking Rule Guidance
https://www.healthit.gov/topic/information-blocking



Hospital Price Transparency Rules



Hospital Price Transparency Rules

OIG Report:
• 34/100 hospitals are 

noncompliant.
• Recommends CMS 

implement 
enforcement 
mechanisms.



Hospital Price Transparency

• Hospital must publish list of 
the hospital’s “standard 
charges”.
− See regulations for 

specifics.
• Must be posted through 

hospital’s website.
• Must update at least annually. 
(45 CFR 180.70)

Penalties
• Written warning, corrective action plan, fines
• Increased penalties 

− Small hospitals (≤30 beds)
• Maximum of $300 per day

− Large hospitals (>30 beds)
• Minimum of $10 per bed per day, and
• Maximum of $5,500 per day.

− Range of $109,500 to $2,007,500 per year
(45 CFR 180.70-.90; CMS Fact Sheet, 
https://www.cms.gov/newsroom/press-releases/cms-oppsasc-
final-rule-increases-price-transparency-patient-safety-and-
access-quality-care) 
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https://www.cms.gov/newsroom/press-releases/cms-oppsasc-final-rule-increases-price-transparency-patient-safety-and-access-quality-care
https://www.cms.gov/newsroom/press-releases/cms-oppsasc-final-rule-increases-price-transparency-patient-safety-and-access-quality-care
https://www.cms.gov/newsroom/press-releases/cms-oppsasc-final-rule-increases-price-transparency-patient-safety-and-access-quality-care


Price Transparency: 
Enforcement

• 15 reported actions at 
https://www.cms.gov/priorities/ke
y-initiatives/hospital-price-
transparency/enforcement-actions 

• Penalties range from $56,940 to 
$979,000.

• In most cases, appears CMS sent 
warning letter first.

https://www.cms.gov/priorities/key-initiatives/hospital-price-transparency/enforcement-actions
https://www.cms.gov/priorities/key-initiatives/hospital-price-transparency/enforcement-actions
https://www.cms.gov/priorities/key-initiatives/hospital-price-transparency/enforcement-actions


Price Transparency Resources
https://www.cms.gov/hospital-price-transparency/hospitals  

• Regulations
• FAQs
• Technical guidance
• Updated sample 

formats
• Quick reference 

checklist
• Sample corrective 

action plan 
response

https://www.cms.gov/hospital-price-transparency/hospitals


Telephone Consumer Protection 
Act (TCPA)

• Robo-Calling or 
• Using Pre-

Recorded Voice 



Telephone Consumer 
Protection Act (TCPA)

Generally prohibits:
• Using automatic phone dialing system (“robo-

call”) to call a hospital emergency line or guest 
room, cell phone, or other line if recipient is 
charged for call.

• Robo-calling or using pre-recorded voice to 
deliver message unless:
− Emergency,
− Have prior written consent,
− Have consent if made by tax-exempt 

nonprofit organization, or
− “health care” message by HIPAA-covered 

entity or business associate.
(47 USC 227; 47 CFR 64.1200)

Penalties
• Recipient of more than 1 call 

within prior 12-month period 
may sue for:
− Actual damages or $500 

per call, whichever is 
greater.

• State AGs may sue.
(47 USC 227)



TCPA:
Healthcare Message Exception

• Exception only applies to three types of calls by a healthcare provider or its business 
associates without a patient’s prior authorization:
− calls to describe a health-related product or service that is provided by the covered 

entity making the communication; 
− calls for treatment of the individual (e.g., appointment reminder; prescription refill 

reminders; etc.); and
− calls for case management or care coordination for the individual, or to direct or 

recommend alternative treatments, therapies, health care providers, or settings of 
care to the individual.

• For healthcare calls, must limit to no more than 1 call per day up to 3 calls per week.
(47 CFR 64.1200; https://www.ftc.gov/business-guidance/resources/complying-telemarketing-sales-rule#healthcare) 

https://www.ftc.gov/business-guidance/resources/complying-telemarketing-sales-rule#healthcare


Telephone Consumer Protection Act 
(TCPA)

Effective 4/11/25:

− Consumers may revoke consent to robocalls and robotexts “in any reasonable 

manner” — including use of the words: stop, quit, end, revoke, opt out, 

cancel, or unsubscribe.

− Callers must honor do-not-call and revocation requests “as soon as 

practicable” — no later than 10 business days after the request.

− Text-senders may send one text message in response to a revocation request 

confirming or clarifying the scope of the request within five minutes.
(47 CFR 64.1200; https://public-inspection.federalregister.gov/2024-23605.pdf; 89 FR 15756)

https://public-inspection.federalregister.gov/2024-23605.pdf


TCPA Resources
https://www.ftc.gov/business-guidance/ 
resources/complying-telemarketing-sales-rule 
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Artificial Intelligence (AI)



Artificial Intelligence in Healthcare

Common uses in healthcare 
• Imaging
• Clinical decision support tools
• Research
• Virtual assistant for 

transcription, administration, 
or practice management

• Others?

Concerns
• Bias or discrimination
• “Garbage in, garbage out”  

incorrect results
• Lack of transparency in 

algorithms, i.e., “black box” 
results

• Data privacy
• Others?

Rapidly developing area of the law; watch for federal and state 
regulation.



Artificial Intelligence in Healthcare

FEDERAL INITIATIVES

• 2022:  Whitehouse Blueprint for AI Bill of 
Rights

• 2023:  Executive Order requiring federal 
agencies to develop guidelines

• 2023:  NIST AI Risk Management Framework
• 2024:  Federal actions

− Bipartisan AI Working Groups and AI 
Policy Roadmaps

− Proposed legislation
− Agency guidance
− Others

STATE INITIATIVES

• Proposed legislation, e.g., 

− Disclosure and consent of use in patient 

encounters

− Limits on use in utilization review and 

coverage determinations

− Others?

• Other considerations

− Standard of care

− Informed consent

− Discrimination

Watch for 
developments



Telehealth



Telehealth

• Many of the Medicare COVID-19 waivers are currently due to expire 12/31/24
− Covered telehealth services.
− Originating site requirements.
− Eligible distant site telehealth providers.
− Coverage of audio-only services.
− In-person visit requirements.
− Others?

(See https://www.cms.gov/medicare/coverage/telehealth and https://www.cms.gov/files/document/mln901705-telehealth-services.pdf) 

• CMS allows physicians to provide direct supervision remotely until 12/31/25.
• DEA allows providers to prescribe controlled substances without in-person visit until 

12/31/25.
• States and private payers may have other requirements.

Check your telehealth 
services to ensure that 
you comply.

https://www.cms.gov/medicare/coverage/telehealth
https://www.cms.gov/files/document/mln901705-telehealth-services.pdf


Telehealth

As a general rule, telehealth 
provider must comply with both
• Law of state in which telehealth 

provider is located, 
and
• Law of state in which patient is 

located.
− States want to protect patients.
− Likely sufficient contacts to 

establish jurisdiction over 
telehealth provider

• Licensure

• Permissible telehealth methods

• Provider-patient relationship

• Scope of practice

• Standard of care

• Informed consent

• Remote prescribing

• Credentialing telehealth providers

• Reimbursement and payment parity

• Malpractice liability and insurance
• Corporate practice of medicine
• Others?

Beware



Center for Connected Health Policy, 
https://www.cchpca.org/
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Telehealth

• OCR has emphasized privacy and security in 
telehealth

− In 10/22, OCR published guidance 
concerning HIPAA concerns in audio-
only telehealth.

− On 8/9/23, relaxed security standards 
for telehealth platforms ended.

• In 10/23, OCR published guidance for 
providers and patients concerning privacy 
and security risks in telehealth.

(https://www.hhs.gov/hipaa/for-professionals/special-
topics/telehealth/index.html)  

https://www.hhs.gov/hipaa/for-professionals/special-topics/telehealth/index.html
https://www.hhs.gov/hipaa/for-professionals/special-topics/telehealth/index.html


EMTALA



EMTALA

• CMS published new optional signage available at 
https://www.cms.gov/medicare/regulations-
guidance/legislation/emergency-medical-treatment-labor-act. 

• Signage must:
− Specify the rights of individuals with EMCs who come to the ED.
− Indicate whether the facility participates in the Medicaid 

program;
− Clear and in simple terms and language(s) that are 

understandable by the population served by the hospital; and
− Posted in a place or places likely to be noticed by all individuals 

entering the ED or waiting for exam and treatment (e.g., 
entrance, admitting area, waiting room, treatment area).

(QSO-24-17-EMTALA)

https://www.cms.gov/medicare/regulations-guidance/legislation/emergency-medical-treatment-labor-act
https://www.cms.gov/medicare/regulations-guidance/legislation/emergency-medical-treatment-labor-act


Non-Discrimination Rules



Anti-Discrimination Laws

LAWS
• Civil Rights Act Title VI
• Americans with Disability Act
• Age Discrimination Act
• Affordable Care Act § 1557

− HHS issued new rules on 5/6/24.
− Effective 7/5/24
(45 CFR part 92; 89 FR 37522 )

• Rehabilitation Act § 504
− HHS issued new rules on 5/9/24.
− Effective 7/8/24
(45 CFR part 84; 89 FR 40066)

• State discrimination laws

RISKS
• Persons with disabilities
• Persons with limited English 

proficiency
• Sex discrimination
• Physical access to facilities and 

equipment
• Websites and mobile apps
• Service animals

− Dogs and mini-horses
− Not emotional support animals

Appy if receive federal 
m

oney, e.g., participate in 
M

edicare/M
edicaid



Anti-Discrimination Laws

DISABILITIES

• Must provide reasonable 
accommodation to ensure effective 
communication and accessibility.
− Accessibility 
− Auxiliary aids
− Modifications to policies or 

processes
• Includes person with patient.
• May not charge patient.
• May not rely on person accompanying 

patient.

LIMITED ENGLISH

• Must provide meaningful access
− Interpreter
− Translate key documents

• Includes person with patient.
• May not charge patient.
• May not require patient to bring own 

interpreter.
• May not rely on person accompanying 

patient.



New 1557 Rule

• Recipients of federal 
financial assistance 
(HHS money) may not 
discriminate on the 
basis of race, color, 
national origin, sex*, 
age and disability.

(45 CFR part 92)

• Specific requirements re:
− Coordinator and grievance procedure
− Policies and procedures
− Training employees
− Notice of nondiscrimination
− Notice of availability of language assistance
− Persons with limited English proficiency
− Persons with disabilities
− Equal access on the basis of sex*
− Facility accessibility
− Info and communication technology accessibility
− Patient care decision support tools



New 1557 Rule:
Legal Challenges

• In Tennessee v. Becerra, No. 1:24cv161-LG-BWR (S.D. 
Miss.), the court stayed nationwide the specific 1557 
regulations to the extent they “extend discrimination on 
the basis of sex to include discrimination on the basis of 
gender identity”… and enjoined HHS from enforcing the 
2024 Final Rule “to the extent that the final rule provides 
that ‘sex’ discrimination encompasses gender identity.”

• In Texas v. Becerra, No. 6:24-cv-211-JDK (E.D. Tex.), the 
court stayed nationwide the 1557 regulations that would 
otherwise obligate providers to follow those rules related 
to gender identity and sexual orientation.

(https://www.hhs.gov/civil-rights/for-providers/resources-covered-
entities/index.html) 

• And remember that first Trump 
administration eviscerated prior 
1557 Rules…

https://www.hhs.gov/civil-rights/for-providers/resources-covered-entities/index.html
https://www.hhs.gov/civil-rights/for-providers/resources-covered-entities/index.html


New 1557 Rule

By 7/5/24
• Provide meaningful access, e.g., interpreters and translators; auxiliary aids, facility 

accessibility, information technology, telehealth.
• Provide equal access on basis of sex (subject to litigation).
By 11/2/24
• If have 15+ employees, designate 1557 Coordinator.
• Publish Notice of Nondiscrimination on website, in physical location, and upon request. 
By 5/1/25
• Don’t discriminate in decision support tools (e.g., AI).
• Train employees re 1557 policies and procedures and document training.
By 7/5/25
• Implement written 1557 policies and procedures.
• Publish Notice of Availability of Services in English + at least 15 most common languages. 
(45 CFR part 92)



1557 Rule Resources
https://www.hhs.gov/civil-rights/for-providers/resources-covered-
entities/index.html 

• Sample policies and 
procedures

• Effective 
communication

• Grievance
• Language access
• Nondiscrimination 

policy
• Reasonable 

modification
• Sample notices

• Availability of 
language assistance 
and auxiliary aids

• Notice of 
nondiscrimination



New Rehab Act Rule

• Recipients of federal 
financial assistance 
(HHS money) may not 
discriminate on the 
basis of disability.

• “Disability” construed 
very broadly.

(45 CFR part 92)

• Specific requirements re:
− Notice and signage requirements.
− Communication (e.g., auxiliary aids, interpreters)
− Facility accessibility
− Service animals
− Medical treatment (e.g., devaluing worth of disabled 

persons)
− Mobility devices
− Medical diagnostic equipment
− Kiosks
− Web and mobile apps



New Rehab Act Rule

By 7/8/24
• Cannot discriminate based on disability, i.e., must provide meaningful access to persons with 

disability, e.g., facility accessibility, interpreters, auxiliary aids, service animals, etc.
• Newly purchased or leased medical diagnostic equipment (MDE) must meet accessibility standards.
• At least 10% but no less than one (1) MDE must meet Standards for Accessible MDE.
By 5/11/26
• If have 15+ employees, must ensure web content and mobile apps comply with Web Content 

Accessibility Guidelines (WCAG) unless fundamental alteration or undue burden.
By 7/8/26
• At least one exam table and weight scale must meet Standards for Accessible MDE.
By 5/10/27.
• All recipients must ensure web content and mobile apps comply with WCAG.
(45 CFR part 92)



New Rehab Act Rule
https://www.hhs.gov/civil-rights/for-individuals/disability/section-504-
rehabilitation-act-of-1973/index.html

• Fact Sheets
• Press Release



ADA Rules for State and Local Govts
https://www.ada.gov/resources/2024-08-08-mde-fact-
sheet/ 

Bonus for 
Public 

Entities



Anti-Discrimination Laws:
Enforcement

• Same enforcement procedures as apply to Title VI 
of the Civil Rights Act of 1964
− HHS (OCR) conducts complaint investigations 

and compliance reviews.
− Agency may force corrective action through 

settlement agreements.
− Possible loss of federal funding.
− Possible civil or administrative penalties by 

DOJ.
− Private lawsuits for injunctive relief and/or 

damages.

On 9/12/24, HHS asserted 
claims against a hospital for 
failing to provide a sign 
language interpreter; 
handwritten notes, lip reading, 
or gestures were insufficient.



Anti-Discrimination Laws:
Recent OCR Enforcement

Date Alleged Conduct Resolution

12/11/24 University of California failed to accommodate children with disabilities. Policies and Training
10/10/24 Maryland failed to accommodate persons with disability in programs Policy and training
9/12/24 Psych hospital failed to provide sign language interpreter. Policy and training
8/5/24 Imaging network denied mammography patient who used wheelchair. Policy and training
6/21/24 Puerto Rico agency failed to provide sign language interpreters. Policy and training
6/4/24 ENT practice failed to provide aids to persons with hearing challenges. Policy and training
11/13/23 SNF allegedly denied admission to individuals because they were taking Suboxoone or 

methodone to treat opioid use disorder.
Policy and training

8/30/23 Home Health agency denied home health care services based on HIV status Policy and training

8/8/23 Pa DHS denied application as foster parent because she receives SUD medication Policy and training
6/16/23 CVS and Walgreens failed to fill prescriptions for methotrexate and misoprostol unrelated 

to abortion 
Policy and training

3/23/23 Dearborn OBGYN refused request for sign language interpreter, cancelled appointment and 
terminated her as patient

Policies, training 
$7,500 in damages



New Conscience Rules

• Various federal laws prohibit:
− Coercion or discrimination on basis of conscience, i.e., based on religious or moral 

convictions.  
− Requiring individual providers to participate in actions they find religiously or morally 

objectionable (e.g., abortions or assisted suicide).
• Apply to healthcare providers, patients and participants in federal programs.
• Effective 3/11/24:

− Persons may file a complaint with OCR for investigation.
− Violations may result in loss of federal funding.
− “Best practice” to post notice of federal conscience protections at location, in personnel 

handbooks and training, applications, etc.
• OCR provides sample notice. (45 CFR part 88 App. A)

(45 CFR part 88; 89 FR 2078)



New Conscience Rule
https://www.hhs.gov/conscience/conscience-
protections/index.html

• Summary of 
Conscience Laws

• Rule and Commentary
• Press Release
• Fact Sheet
• OCR webinar



Employment Issues



Employee v. Contractor

Some potential ramifications
• Federal and state wage claims.
• IRS tax liability 
• Workers compensation
• Liability for person’s misconduct
• Stark, Anti-Kickback and EKRA 

compliance
− Rules differ for employee v. 

contractor
• HIPAA obligations
• Other?

Ensure personnel are properly classified 
as employees v. contractors
• State common law standards
• DOL standards
• IRS standards
• HIPAA “common law of agency”
• Other?



Employee v. Independent Contractor

DEPT OF LABOR

• Effective 3/11/24, new rules for 

evaluating employees v. 

contractors for purposes of FLSA.
(29 CFR part 795; 89 FR 1638)

IRS

• Existing rules for evaluating 

employees v. contractors for purposes 

of taxes.
(https://www.irs.gov/businesses/small-businesses-self-

employed/independent-contractor-self-employed-or-

employee)  

https://www.irs.gov/businesses/small-businesses-self-employed/independent-contractor-self-employed-or-employee
https://www.irs.gov/businesses/small-businesses-self-employed/independent-contractor-self-employed-or-employee
https://www.irs.gov/businesses/small-businesses-self-employed/independent-contractor-self-employed-or-employee


Noncompetition Clauses

• FTC rule:  effective 9/4/24
− It is unfair method of competition to enter or enforce a post-termination 

non-compete against workers or senior executives.
• Subject to limitations.

− Employer must provide notice to workers otherwise covered by non-
compete that it will not be enforced.

(16 CFR 910)

• On 7/23/24, federal court in Pennsylvania upheld the FTC rule. (ATS Tree Services, LLC v. 

FTC, No. 24-1743 (E.D. Pa. 2024))

• On 8/20/24, federal court in Texas struck down the rule and enjoined the FTC 
from enforcing it.  (Ryan LLC v. FTC, CV 3:24-CV-00986E (N.D. Tex. 2024))

Stay tuned….



Workplace Violence

OSHA is expected to 

propose new 

standards for 

employers to 

address workplace 

violence in 

healthcare settings.

In the meantime:

• OSHA general duty standard applies.

• See guidance at 

https://www.osha.gov/healthcare/workplace-

violence.  

https://www.osha.gov/healthcare/workplace-violence
https://www.osha.gov/healthcare/workplace-violence


Additional Resources



HTTPS://WWW.HOLLAND
HART.COM/HEALTHCARE  

Free content:
• Recorded 

webinars
• Client alerts
• White papers
• Other



Questions?

Kim C. Stanger

Office:  (208) 383-3913

Cell:  (208) 409-7907

kcstanger@hollandhart.com
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